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MeToponorua TecTMpoBaHUS U MOHMTOPUHTra Gk
nporpaMMHOro obéecneyeHuss Ha 0OCHOBE TeXHOJIOTMiA
MCKYCCTBEHHOr0 MHTEJIEKTa AN MeAULMHCKOM
AUArHOCTUKH

t0.A. Bacunbes, A.B. Bnagaumupckui, 0.B. OMensHckas, K.M. ApsaMacos,
C.0. Yetepukos, [1.A. PymaHues, M.A. 3eneHoBa

Haquo-npaKTw-lecxwﬁ KJIMHUYECKMIA LIeHTP ANArHoCTUKK U TeneMe AULIMHCKUX TexHonoruiA, MockBa, Poccuiickan GJe,uepau,Mﬂ

AHHOTALIMA

06ocHoBaHMe. MupoBas cyMMa MHBECTULMIA B KOMMaHWM Mo pa3paboTke nporpaMMHOro obecneyeHns Ha OCHOBE TEXHO-
JIOTUA UCKYCCTBEHHOIO MHTENNEKTA ANA MeAMUMHCKON AMarHocTMKM coctaBuna 80 mnH gonnapos B 2016 ropy, 152 MiH
pornnapos — B 2017 u, oxupaeMo, NpofomxaeT pactu. AKTMBHas LeATeNbHOCTb KOMMNaHW-NPOM3BOAUTENIEN NPOrpaMM-
Horo obecneyeHus [OMKHA COOTBETCTBOBATh CYLUECTBYIOLIMM KITMHUYECKUM, BMO3TUYECKUM, NPaBOBLIM M METOAO0M0MMYe-
CKWM OCHOBaM W cTaHAapTaM. KaK Ha HaLMoHanbHOM, TaK U Ha MeXyHapo4HOM YPOBHE He CYLLeCTBYeT eAMHbIX CTaHAApTOB
W NPOTOKOMIOB NPOBEAEHUSA UCMIBITAHUA U MOHUTOPUHIA NPOrPaMMHOr0 00eCneyeHns Ha OCHOBE TEXHONIOMMIA UCKYCCTBEHHOMO
WHTEeNNeKTa AN MeAULIMHCKOW ANarHOCTUKM.

Lieno — pa3pabotatb yHMBepCanbHYI0 METOLONOMMI0 TECTUPOBAHUS U MOHUTOPUHIa NPOrpaMMHOro obecneyeHus Ha ocHO-
BE TEXHOJIOMMI UCKYCCTBEHHOTO MHTEJINIEKTA AN MEAMLUMHCKON AWMarHOCTUKM, HampaBieHHYK Ha MOBLILLEHME ero KayecTsa
W BHeJpEHME B NpaKTUYeCKOe 34paBoOXpPaHeHMe.

Martepuanbl U MeToabl. B xode aHanuTUueckoro 3tana Obin NpoBeaéH 0630p NuTepaTypbl Mo 6asaM AaHHblx PubMed
u eLIBRARY. lNpaktuueckuii atan Briouan anpobauyio pa3paboTaHHO METOAONOMMM B paMKax JKCNepUMeHTa No UCMofb30-
BaHWI0 MHHOBALMOHHBIX TEXHONOMW B 061aCTU KOMMBIOTEPHOTO 3peHUs AN aHanu3a MeaWLMHCKUX M306paxeHunin u aanb-
HeliLero NpUMeHeHUs B CUCTeMe 3[paBooXpaHeHus ropofa Mocksbl.

Pesynbtathl. PaspaboTtaHa MeTogon0rus TECTMPOBAHMS U MOHUTOPKUHIA NPOrPaMMHOro obecneyeHns Ha OCHOBE TEXHOJIOMUA
MCKYCCTBEHHOIO WHTEN/EKTA ANA MeAULMHCKOW MArHOCTMKM, HanpaBneHHas Ha NoBbILIEHME Ka4yecTBa AaHHOr0 Nporpamm-
Horo obecneyeHns U ero BHeLIPeHWe B NPaKTUYECKOe 3[paBooXpaHeHWe. MeToao0rus COCTOMT M3 7 3TamnoB: caMoTecTUpo-
BaHWe, (YHKUMOHANbHOE TECTUPOBaHME, KAaNMOPOBOYHOE TECTUPOBAHME, TEXHONOTUUECKUI A MOHUTOPUHT, KITMHUYECKUA MOHM-
TOpUHT, 0bpaTHas cBA3b U fopaboTKa.

3akuioyeHmne. OTnnuMTENbHBIMU 0COBEHHOCTAIMU METOAONIOMMN SABMIAIOTCA LIMKIMYHOCTD 3TanoB TECTUPOBaHMWS, MOHUTOPUH-
ra u gopaboTku nporpaMMHoro obecrieyeHus, NpUBOAALLIME K MOCTOSHHOMY MOBBILIEHUIO €r0 KauecTBa, Hanuume noapob-
HbIX TpeboBaHuii K pe3ynbTataM ero paboTel, y4acTue Bpayen B ero oueHke. MeTofonorus no3soauT pa3paboTumkam mpo-
rpaMMHOro obecneyeHns [OCTUYb BbICOKMX pe3ynbTaToB M NPOAEMOHCTPUPOBATL AOCTUKEHUS B Pa3fINiHbIX HaNpaBeHUsX,
a nosib30BaTeNsM — CAeNaTb 0CO3HaHHBIN U YBEPEHHbIA BbIOOP CPpeAmn NporpamMM, NpoLeSLIMX HE3aBUCUMYIO U BCECTOPOH-
HIOI0 MPOBEPKY KauecTga.

KnioueBsble cnoBa: nporpamMMmHoe obecneyeHue; MCKYCCTBEHHbIﬁ WHTENNEKT; PEHTreHo10rua; AMarHoctn4yeckasa Bu3yanu3auus;
MeT00/10r1aA; KOHTPOJIb KayecTBa.
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Methodology for testing and monitoring artificial
intelligence-based software for medical diagnostics

Yuriy A. Vasilev, Anton V. Vladzymyrskyy, Olga V. Omelyanskaya, Kirill M. Arzamasov,
Sergey F. Chetverikov, Denis A. Rumyantsev, Maria A. Zelenova

Moscow Center for Diagnostics and Telemedicine, Moscow, Russian Federation

ABSTRACT

BACKGROUND: The global amount of investment in companies developing artificial intelligence (Al)-based software technologies
for medical diagnostics reached $80 million in 2016, rose to $152 million in 2017, and is expected to continue growing. While
software manufacturing companies should comply with existing clinical, bioethical, legal, and methodological frameworks and
standards, there is a lack of uniform national and international standards and protocols for testing and monitoring Al-based
software.

AIM: This objective of this study is to develop a universal methodology for testing and monitoring Al-based software for medical
diagnostics, with the aim of improving its quality and implementing its integration into practical healthcare.

MATERIALS AND METHODS: The research process involved an analytical phase in which a literature review was conducted
on the PubMed and eLibrary databases. The practical stage included the approbation of the developed methodology within the
framework of an experiment focused on the use of innovative technologies in the field of computer vision to analyze medical
images and further application in the health care system of the city of Moscow.

RESULTS: A methodology for testing and monitoring Al-based software for medical diagnostics has been developed, aimed
at improving its quality and introducing it into practical healthcare. The methodology consists of seven stages: self-testing,
functional testing, calibration testing, technological monitoring, clinical monitoring, feedback, and refinement.

CONCLUSION: Distinctive features of the methodology include its cyclical stages of monitoring and software development,
leading to continuous improvement of its quality, the presence of detailed requirements for the results of the software work,
and the participation of doctors in software evaluation. The methodology will allow software developers to achieve significant
outcomes and demonstrate achievements across various areas. It also empowers users to make informed and confident
choices among software options that have passed an independent and comprehensive quality check.

Keywords: software; artificial intelligence; radiology; diagnostic imaging; methodology; quality control.
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BACKGROUND

Global investment in developing software based on
artificial intelligence (Al) technologies for medical diagnostics
was $80 million in 2016 and $152 million in 2017; it is likely
to grow continually [1]. In 2019, the Moscow government
decided to conduct a large-scale scientific study (which
is still ongoing in 2023) to evaluate the use of innovative
computer vision technologies for analyzing medical images
and further application in the Moscow healthcare system
(hereinafter referred to as the Experiment).!

Software manufacturers must comply with current
clinical, bioethical, legal, and methodological principles and
standards [1]. According to Russian legislation, before using
Al-based software in clinical practice, it must be legally
approved as a medical device, which requires the software
to receive a marketing authorization (MA) from the Federal
Service for Surveillance in Healthcare (Roszdravnadzor).?

Before submission, the software should be assessed in
technical and clinical studies to ensure that the specified
functions are met.® However, due to particular aspects of Al-
based software, such as a lack of user-friendly information
regarding its operating process and decision-making
principles, there are no uniform standards and test protocols
for this purpose at the national and international levels [2].
The Food and Drug Administration (FDA) in the United States
also establishes explicit criteria for evaluating and regulating
Al-based software [1]. The inability to reliably confirm
software compliance has negative consequences, including
user distrust in the software, slower implementation in
clinical practice, missing positive socioeconomic impacts
from software, and slower overall development of the
healthcare system [3].

After receiving an MA, post-marketing clinical monitoring
should be performed to ensure the safety of using this
software in clinical practice.* However, the present criteria
apply to various medical devices and do not consider special
aspects of Al-based software for medical diagnostics [4].
According to the Decision of the Board of the Eurasian
Economic Commission, medical devices of the third risk
class (including Al-based software) must be monitored
annually for 3 year after acquiring an MA.> However, more
frequent monitoring is required because of the high variability
of medical data and the difficulty of predicting changes in
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environmental conditions, such as the epidemiological
situation [5]. Monitoring enables the identification of critical
remarks on the results of software operations that require
software improvement, and, when the software is finalized,
repeated testing and monitoring should be performed.

A retrospective cohort study is the most appropriate for
evaluating Al-based medical diagnostics software [1]. This
software evaluation method has several disadvantages, the
most significant of which is a difference in the actual results
of software operation in ideal and practical settings [1]. A
common example is the negative experience of introducing
the first computer-aided diagnostic system for mammography
screening. Large-scale multicenter studies found that using
this software increased breast cancer diagnosis by 2%-10%
[6]. In 1998, the FDA approved the software for use in clinical
practice. However, in real-world settings, this software did
not achieve positive results. When interpreting mammography
results, it even leads to a decrease in detection rate and an
increase in false positive results [6]. The study suggested that
radiologists with varying degrees of expertise used the new
technology in different ways. More experienced specialists
did not pay attention to it, whereas less experienced ones
made mistakes due to a false sense of security. The second
explanation is that the software was ineffective in detecting
certain forms of cancer, which were not found in previous
examinations [1].

Therefore, although ethical and legal problems are the
most common with Al-based software, there is also an
important methodological problem, which can be defined
as a lack of universal and comprehensive methodology
for testing and monitoring Al-based software for medical
diagnostics to improve its quality and further implement it
in clinical practice [7]. According to the above, it is important
to develop such a methodology. The methodology will not
replace the existing legal methods for assessing the safety
and effectiveness of software but will exist independently
and contribute to the likelihood of successful Roszdravnadzor
approval of software. After receiving an MA, this methodology
will help further assess and improve software for its effective
implementation in clinical practice.

This study aims to develop a universal methodology
for testing and monitoring Al-based software for medical
diagnostics to improve its quality and implement it in clinical
practice.

! Decree No. 1543-PP of the Moscow Government dated November 21, 2019 on conducting an experiment on the use of innovative technologies in com-
puter vision for analyzing medical images and further application in the Moscow healthcare system. Link: https://docs.cntd.ru/document/563879961.

2 Decree No. 1906 of the Government of the Russian Federation dated November 24, 2020 on amendments to the Rules for state registration of medical
devices. Link: http://publication.pravo.gov.ru/Document/View/0001202011270010.

% Federal Law No. 323-FZ dated November 21, 2011. Basics of Health Protection of the Citizens in the Russian Federation. Article 38. Medical devices.
Link: https://www.consultant.ru/document/cons_doc_LAW_121895/ddcfddbdbb49e64f085b65473218611b4bbécd65/.

% Order No. 980n of the Ministry of Health of Russia dated September 15, 2020 on approval of the procedure for monitoring the safety of medical

devices. Link: https://docs.cntd.ru/document/566006416.

5 Decision No. 174 of the Board of the Eurasian Economic Commission dated December 22, 2015 on approval of the rules for monitoring the safety,
quality, and effectiveness of medical devices. Link: https://www.alta.ru/tamdoc/15kr0174/.
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MATERIALS AND METHODS
Study design

The presented methodology was developed by analyzing
literature and personal experience.

Development of Methodology

The methodology was developed in two stages: analytical
and practical.

To study existing methodologies, literature published
in PubMed and eLIBRARY scientific libraries from 2018
to 2023 (the last 5 years) was reviewed using the search
terms “methodology for evaluation Al in radiology” and
“methodology for assessing Al in radiology.” After assessing
their relevance, papers were included in the analysis by
reading the title and abstract. There were 22 papers [1-22]
and five legal acts examined.®

Based on the Unified Radiological Information Network
(ERIS) of the Unified Medical Information and Analytical
System of Moscow (EMIAS), the methodology was tested
during the Experiment on using innovative computer vision
technologies for analyzing medical images and further
application in the Moscow healthcare system. Some testing
results are presented in this article as an illustration.

Statistical justification of sample sizes

The number of studies included in the sample was
determined at different stages.

1. At the self-testing stage, the size of a data set is not
regulated and varies depending on the clinical problem
solved by the software.” The data sets used at the
stages of self-testing, functional, and calibration testing
are based on expert consensus data, with histological
conclusions used in some cases (e.g., when assessing
malignant neoplasms). The process of preparing data sets
is described in detail in the corresponding regulations
[191.

2. At the functional testing stage, the data set included
five studies (based on GOST R 8.736-2011, multiple
measurements require at least four measurements).® An
expert’s opinion is considered a true value. An expert is

4(3) 2023

Digital Diagnostics

a healthcare professional who has been working as a
specialist for more than 5 years and has been trained
in Al-based software to describe examinations in the
related field (a specific modality and target abnormality).
This stage requires at least one technical specialist and
one medical expert.

3. At the stage of calibration testing, the data set includes
100 studies with a 50/50 balance (50% of examinations
with target abnormality and 50% without it) [20, 21].°
At this stage, one technical specialist and one medical
expert are required.

4. At the stage of technological monitoring, all examinations
for the reporting period should be assessed by software for
the presence of defects “a” and “b” (based on automated
defect detection), with a sample of 80 examinations
for defects “c” to “e” [20, 211."° At least one technical
specialist is required at this stage.

5. At the stage of clinical monitoring, the data set includes
80 examinations, and an expert’s opinion is considered
the true value [20, 21]."" At this stage, one expert is
required.

Ethical review

This study was conducted as part of another study that
had previously been approved by the local ethics committee
(No. NCT04489992), “Experiment on the use of innovative
technologies in computer vision for analyzing medical images
and further application in the Moscow healthcare system”
(Moscow experiment).

RESULTS

Based on the literature review, papers were found to
describe individual stages of evaluating Al-based software
for medical diagnostics, such as validation [1, 5, 8, 9],
monitoring [10], implementation [7, 11-13], and regulation
[14, 15]. However, there is no unified methodology for testing
and monitoring Al-based software for medical diagnostics.
There have been papers on the life cycle of Al-based software
[16], but they are mainly related to nonmedical software
and do not consider special aspects of Al-based software

¢ Decree No. 1543-PP of the Moscow Government of the Russian Federation dated November 21, 2019. Link: https://docs.cntd.ru/document/563879961.;
Decree No. 1906 of the Government of the Russian Federation dated November 24, 2020. Link: http://publication.pravo.gov.ru/Document/
View/0001202011270010.; Article 38 of Federal Law No. 323-FZ dated November 21, 2011. Link: https://www.consultant.ru/document/cons_doc_
LAW_121895/); Order No. 980n of the Ministry of Health of Russia dated September 15, 2020. Link: https://docs.cntd.ru/document/566006416.; Order
No. 134 of the Moscow Department of Health dated February 16, 2023 Link: https://mosmed.ai/documents/227/order_DZM__134_d_02/16/2023.pdf.

7 Center for Diagnostics and Telemedicine. Official website. Data sets. Link: https://mosmed.ai/datasets/.

8 GOST R 8.736-2011. National standard of the Russian Federation. State system for ensuring the uniformity of measurements. Multiple direct mea-
surements. Methods for processing measurement results. Basic provisions. Link: https://docs.cntd.ru/document/1200089016.

? Order No. 134 of the Moscow Healthcare Department dated February 16, 2023 on approval of the procedure and conditions for conducting an experi-
ment on the use of innovative technologies in computer vision for analyzing medical images and further Use in the Moscow Healthcare System. Link:
https://mosmed.ai/documents/227/order_DZM__134_d_16.02.2023 pdf.

10 |bid.

1 |bid.
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for medical diagnostics. Furthermore, there are guidelines
for conducting research and writing scientific publications
on Al-based software, but they do not assist with testing
and monitoring software [17, 18]. It should be noted that
no publications on software modification after testing and
monitoring were found. However, software improvement is
necessary to improve its quality and effective implementation
in clinical practice.

As a result, the authors developed a methodology for
testing and monitoring Al-based software for medical
diagnostics to improve its quality and use in clinical practice.
The methodology consists of seven stages, as shown in
Figure 1. The purpose, primary actions, and results are
described below for each stage.

Self-testing

The self-testing stage is intended to assess the
technical compatibility of software with input data.
Software developers (or suppliers) are provided access
to an open data set containing files in the Digital Imaging
and Communications in Medicine (DICOM) format with
anonymized examples of diagnostic examinations.'? The
data set has the following parameters: modality, type of
diagnostic procedure, manufacturer, and model of the
diagnostic device [19].

Software compatibility with data enables software
integration into a healthcare institution’s radiology information
network and continues with further evaluation, starting with
the functional testing stage."?

SELF-TEST

FUNCTIONAL
testing

Service
IMPROVEMENTS

Fig. 1. Methodology for testing and monitoring artificial intelligence-

Vol. 4 (3) 2023
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Functional testing

Functional testing is a stage wherein software functions
specified by a supplier are checked for availability and
functionality. This testing is performed at the technical and
clinical levels. On a technical level, the software is assessed
based on the following criteria: prioritization of research
(triage), availability of an additional series of images from
the software, presence of the other series’ name, presence
of a graphical designation of software on the images of the
different series, presence of a warning label “For research
purposes only” on images and in DICOM SR, possibility
of series synchronization, displaying the probability of
abnormality, indication of the category of abnormality,
and availability of complete DICOM SR protocol structure
(Figures 2 and 3).

This part of functional testing should be performed
by technical specialists in accordance with the basic
functional requirements developed by the Moscow State
Budgetary Institution “Scientific and Practical Clinical
Center for Diagnostics and Telemedicine Technologies of
the Moscow Department of Health” (Center for Diagnostics
and Telemedicine)." The medical assessment of software
functions should be performed by medical experts in
accordance with basic diagnostic requirements developed
by the Center for Diagnostics and Telemedicine." Basic
diagnostic requirements include criteria, such as mandatory
and optional content of software response, format, and form
of the submitted response. Basic functional and diagnostic
requirements contain common requirements for all software

CALIBRATION
testing

Technological
MONITORING

FEEDBACK

Clinical
MONITORING

based software for medical diagnostics.

12 Center for Diagnostics and Telemedicine. Official website. Data sets. Link: https://mosmed.ai/datasets/.

3 Order No. 134 of the Moscow City Health Department dated February 16, 2023 on approval of the procedure and conditions for conducting an experi-
ment on the use of innovative technologies in computer vision for analyzing medical images and further use in the Moscow healthcare system. Link:

https://mosmed.ai/documents/227/order_DZM__134_d_16.02.2023.pdf.

% Basic functional requirements for Al service results. Link: https://mosmed.ai/documents/218/Basic_functional_requirements_29.11.2022.pdf.
15 Basic diagnostic requirements for Al service results. Link: https://mosmed.ai/documents/226/Basic_diagnostic_requirements_22_02_2023.pdf.
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Additional series
with software name

Labeling finds
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Service
information:

Date and time
of analysis

Label: “For research
purposes only”

Software name
and version

|

Fig. 2. Main components of the result of using artificial intelligence—based software with images: A reference example.

Inventory No.
Research date:
Date of conclusion:

DICOM SR 1: Service information Status

ERIS 000001990912
August 12, 2020, 0:47
August 12, 2020, 1:08

. Service name: COVID-19
about research and service I A A——
Software version 1.8.0

Date and time of analysis: August 12, 2020, 01:08

Purpose of the service

Modality: CT

Anatomical region: Chest

[CLENSELTIS

Purpose: Searching for signs and assessing the extent of lung damage due
to COVID-19 pneumonia

DICOM SR 2: Information about
the service and its purpose

Quick Start Guide with lesions marked with a red outline

Conclusion

DICOM SR 3: Information
on how to work with the service
(user manual)

Result of Al processing COVID-19:

DICOM SR 4: Conclusion of Al-service
based on research results.

In the left upper lobe, 0% of the lung parenchyma is affected (score 0)

In the left lower lobe, 16.1% of the lung parenchyma are affected (score 2)
In the right upper lobe, 0% of the lung parenchyma are affected (score 0)
In the right middle lobe, 0% of the lung parenchyma is affected (score 0)

In the right lower lobe, 0% of the lung parenchyma is affected (score 0)
Total for both lungs: 8%. Severity: CT1

Sign of COVID-19

Number of slices with abnormalities detected: 114
Total number of lung sections: 269

Percentage ratio of positive to total slices: 42%

DICOM SR 5: Detailing of findings

Fig. 3. Main components of the result of using artificial intelligence—based software with DICOM SR: A reference example.

and specific requirements based on the clinical task for
which the software is designed.

If critical nonconformities are identified, software
testing is stopped until the supplier eliminates their causes.
Inconsistencies with basic functional requirements are critical
because they negatively affect the HCP work processes and,
directly or indirectly, the patient’s life and health (Figures 4
and 5).

Functional testing should be repeated after the supplier
has eliminated the causes of critical nonconformities. This
stage may be repeated no more than twice by the applicant.
There are no time limits for the initial retesting after receiving
the protocol with unsatisfactory test results. The second
retesting should be performed no earlier than 3 months after

receiving the last protocol with unsatisfactory test results.
If the second retest fails, the applicant may be provided an
alternative scientific and practical cooperation option.' If no
critical inconsistencies are found, the software moves to the
calibration testing stage."

Calibration testing

Calibration testing is a stage wherein the diagnostic
accuracy of software is determined. The main parameter
is the area under the ROC curve (AUC). The optimal value
of the activation threshold is determined by examining the
ROC curve using Youden's J statistic and maximizing the
negative and positive predictive value. Other metrics include
sensitivity, specificity, accuracy, and positive and negative

16 Order No. 134 of the Moscow City Health Department dated February 16, 2023 on approval of the procedure and conditions for conducting an experi-
ment on the use of innovative technologies in computer vision for analyzing medical images and further use in the Moscow healthcare system. Link:
https://mosmed.ai/documents/227/order_DZM__134_d_16.02.2023.pdf.

7 Ibid.
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®

Pulmonary consolidation: probabilty (73%) - Atelectasis: probabilty 71%) Pleural effusion: probabilty (35%) Tuberculosis: probability (33%) - COVID-19: probability (100

Fig. 5. Overlaying caption texts on images: Critical noncompliance with basic functional requirements.

predictive values. The minimum, average, and maximum time
required to analyze one examination are also determined,
and numbers of true positive, false negative, false positive,
and true negative results are presented as a four-field table.
Threshold values for some parameters are as follows: AUC
20.81 or 0.91 (depending on the clinical task); time spent
on acceptance, processing of the study, and transmission
of analysis results <6.5 min; and percentage of successfully
processed examinations >90% [21]."8

Calibration testing results in a calibration protocol
(Figure 6), which may contain critical and noncritical
inconsistencies. Noncompliance with the above threshold
values and significant deviations from methodological
recommendations are considered crucial [21]. If they

are identified, software testing is stopped until they are
eliminated. In their absence, the software may proceed to
a prospective examination analysis as part of the periodic
monitoring stage, which includes technological and clinical
monitoring."

Technological monitoring

Technological monitoring is a stage involving a periodic
technical check of software results. This stage is required
for rapid defect identification, timely quality control, and the
prevention of functional software errors in radiology practice.
Defects that can be identified at this stage are divided into the
following groups:

(a) the processing time for one study exceeds 6.5 min,

18 Order No. 134 of the Moscow City Health Department dated February 16, 2023 on approval of the procedure and conditions for conducting an ex-
periment on the use of innovative technologies in computer vision for analyzing medical images and further use in the Moscow healthcare system.
Link: https://mosmed.ai/documents/227/order_DZM__134_d_16.02.2023.pdf.
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Calibration testing protocol no. 76, dated October 14, 2022 - H (&) (b) a lack Of results from the eXaminations reVieWed,
Al-senvice provider (c) incorrect operation of the declared software functions,
Name of Al service: complicating the work of a radiologist or making it

impossible to perform it with proper quality,
(d) defects associated with the display of the image area, and

Type of Al service

Al-service developer (e) other violations of the integrity and contents of
Total examinations: 100 files containing research results, limiting diagnostic
Sent and processed: 98 interpretation
Sent and not processed: 0 .
o B Defects “a” and “b” are monitored automatically for all
e ———— R - examinations reviewed by software during the reporting
ol ¥ period. For defects “c” and “d,” semi-automatical monitoring
is used with a sample of 80 examinations. An internal report
* & 2. e form for monitoring software operation with instructions
" for monitoring technological defects has been developed
i [ T i for accurate defect assessment (Figure 7). Figure 8 shows
sty sty graphical information on the average number of technological
Optimal threshold (Youden's J statistic): 95.0  Optimal threshold (max NPV): 95.0 [ H ” H
Accuracy: 0.89 (0.83 to 0.95) Pretest probabiliy: (0.05) defects for the “chest radiography” area, with a tendency for
Sensitivity: 0.84 (0.74 to 0.94) Sensitivity: 0.84 (0.74 to 0.94) the number Of defects to decrease
Specificity: 0.94 (0.87 to 1.0) Specificity: 0.94 (0.87 to 1.0) . . . ) . .
Percentage of false negative results (%): 16.0  Percentage of false negative results (%): 16.0 A tEChn0l0glcal monltorlng report is the deliverable of
Percentageoff.alst.eposmve results(.%).: 6.25 VPercentageoffalseposmve results (%): 6.25 technological m0nit0ring (Figure 9) If the percentage Of
Average analysis time (standard deviation, median), s: 31 (8, 30) . . .
Metrics Stated values Actualvalues  Relative deviation detected defects exceeds 10%, then testing this software is
Aeoracy e e s suspended until the causes of the defects are eliminated.
Sensiviy s e v If the percentage of detected defects does not exceed 10%,
pecificity X .94 -3.09% . . T . .
then the operation of the software and its periodic monitoring
Soltio: continue.?
The Al service meets the technological requirements for passing testing described in Order No. 160
of the Department of Health dated February 24, 2022 (as amended by No. 276 dated March 25, 2022, .. . .
No. 337 dated April 8, 2022, No. 413 dated April 27, 2022, No. 540 dated June 8, 2022, No. 748 dated Cl|n|cal mor"tonng
July 29, 2022, and No. 896 dated September 16, 2022)
The protocol s generated automatically During periodic monitoring, a clinical assessment of

Fig. 6. Example of a calibration test protocol software results is also performed by radiologists. Two

T ; . (1)
Ne, uid ofr o | Al conclusion: Al_ﬁn:llangm Ah:n?ml
< : ) ]| b 1. Radiologists receive an Excel file

> 2. Radiologists analyze the operation of the service
3 3. Radiologists enter the result of parameters (1) for
5

6

7

each examination according to the brief instructions
(2) on the “Monitoring” tab

re 4. If there are defects, radiologists complete the
¥ “ B . ”
s ‘Applications” tab (3)
If diologi lete the “Conclusions”
V1 5. If necessary, radiologists complete the “Conclusions
y 14
515 tab (4)

16
317
)18 Triage defects are NOT subject to monitoring!
)19
120 Brief i i 1. In columns C, D, E, and F, near the examination name, put 1 if a defect
B ( 7 ) is detected. If there is no defect in this group, leave the cell empty.
s (3) (4)
' — 2.In columns G and H, near the examination name, put 1 if you agree, and
5 SCREENSHOTS OF DEFECTS Based on monitoring result, comments are as follows: leave the cell empty if you disagree

3 3.n column 1, put 1, if the Al service has found abnormalities in this
B Annex 1 5 examination; in other cases, leave the cell empty
3 UID number: a 4.Defects should be fixed with screenshots and attached to the next
j Comment: “Appendices” sheet
) 5.The main comments on monitoring are included in the last sheet
“Conclusions”
The table can contain only values “1” or empty cells!
Monitoring Applications Conclusions

Fig. 7. Form of an internal report on monitoring the operation of artificial intelligence—based software.

20 Order No. 134 of the Moscow City Health Department dated February 16, 2023 on approval of the procedure and conditions for conducting an experi-
ment on the use of innovative technologies in computer vision for analyzing medical images and further use in the Moscow healthcare system.” Link:
https://mosmed.ai/documents/227/order_DZM__134_d_16.02.2023.pdf.
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Fig. 8. Changes of technological software defects for “chest radiography” modality.

s 22 o

REPORT ON MONITORING OF TECHNOLOGICAL PARAMETERS OF THE SERVICE OPERATION.

1. Al-service provider:
Name of Al service:
Al-service manufacturing company:
Al-service ID in the experiment:

2. Reporting period:
3. Type of research:
4. Clinical goal:

5. Total number of examinations:
5.1. Sent for service analysis for the reporting period according to data extracted from ERIS EMIAS, No.
5.2. Of them, unique according to data extracted from ERIS EMIAS, No.*

16108
16108

6. Number of examinations that passed control, No. 16108
6.1. Passed manual control, No. 20

7. Number of examinations with defects:

7.1. With technological defect “a,” No., Appendix 1 32
7.2. With technological defect “b,” No., Appendix 2 808
7.3. With technological defects “c” to “e,” No., Appendix 3 1
8. Relative share of examinations:
8.1. With technological defect “a” for 15,300 examinations, % 0
8.2. With technological defect “b” for 16,108 examinations, % 5
8.3. With technological defects “c” to “e” for two examinations, % 5

9. Number of examinations without defects, pc

10. Solution:
Ongoing Al-service participation in the experiment.

11. Notes:

Report date:

Full name of the responsible person: The report is generated automatically.

*0 non-unique examination extracted from ERIS EMIAS for the reporting period.

Fig. 9. Example of a technology monitoring report.

main evaluation criteria include interpretation (conclusion)
and localization (labeling) of an abnormal finding. During
the assessment, the response options that clinicians can
choose from include full compliance, incorrect assessment,
false positive result, and false negative result. For example,
the wording “Interpretation: Full compliance” is selected
when a specialist fully agrees with the software conclusion,
and the wording “Interpretation: Incorrect assessment” is

selected when the doctor partially agrees with a software
conclusion (e.g., the specialist agrees with the presence
of abnormal findings but disagrees with its details, or vice
versa, they agree with details but disagree with the general
conclusion about the possibility or severity of abnormal
findings). If the specialist completely disagrees with the
software conclusion, the wordings “Interpretation: False
positive result” and “Interpretation: False negative result”
are used (Figure 10).

The clinical assessment results are entered into the
abovementioned internal monitoring report and imported
into the monitoring software module, from which a final
monitoring report is automatically generated.

Based on periodic monitoring, one of the following
conclusions is adopted: “The participation of the software in
the Experiment continues,” “The participant in the Experiment
needs to make changes to the operation of the software,”
and “The participation of the software in the Experiment is
suspended until changes are made to the operation of the
software."”'

Feedback

The stage of radiologist feedback is required to assess
the software’s practical relevance. The feedback form is
in the program window on the radiologist's automated
workstation (Figure 11). The software’s result may be
agreed upon or disagreed upon by a radiologist. In case
of disagreement, they select a reason. The primary causes
include technological defects and diagnostic inaccuracy.
It is necessary to obtain specialist feedback on 5% of all
examinations assessed by software. In addition, feedback is
collected through a survey of specialists to determine their
satisfaction with the software.?

21 Order No. 134 of the Moscow City Health Department dated February 16, 2023 on approval of the procedure and conditions for conducting an experi-
ment on the use of innovative technologies in computer vision for analyzing medical images and further use in the Moscow healthcare system. Link:

https://mosmed.ai/documents/227/order_DZM__134_d_16.02.2023.pdf.

22 |bid.

DAl https://doiorg/1017816/DD321971



https://mosmed.ai/documents/227/order_DZM__134_d_16.02.2023.pdf
https://doi.org/10.17816/DD321971

ORIGINAL STUDY ARTICLES

Fig. 10. False negative (the subsegmental atelectasis is not detected
in the lower lobe of the right lung): Noncritical noncompliance with
basic diagnostic requirements.

Finalization

Suppose a critical comment regarding the software
operation is identified at functional, calibration testing, and
periodic monitoring stages. In that case, software testing is
suspended until the causes of the comment are eliminated.
Software finalization is performed by the supplier, which
serves as a “secret box” for the healthcare organization.
Suppose the modifications required do not involve changes
in the initially declared functions or technical architecture
and do not affect the diagnostic accuracy of the software.
In that case, the applicant can proceed to the next stage of
the methodology immediately after making modifications.

If the applicant makes modifications that affect the initially
declared functions, technical architecture and diagnostic
accuracy of the software, functional and calibration testing
should be repeated regardless of what stage of the software
methodology it was at.?3

A comment

A comment 2
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DISCUSSION

This paper presents a methodology for testing and
monitoring the results of Al-based software for medical
diagnostics to improve its quality and implement it in
clinical practice. The key reasons for its development
include the lack of specific requirements for testing and
monitoring Al-based software for medical diagnostics
in existing regulatory documentation and the lack of
regulated principles for software selection by a healthcare
organization among various software programs on the
market. This methodology does not conflict with legal
requirements but considers special characteristics of Al-
based software for medical diagnostics. The methodology
includes seven unique, clearly organized, scientifically
validated stages [1-4, 19-21]; it is supported by legislative
documents.?

The presence of developed basic functional and diagnostic
requirements used at the functional testing stage is a key
element of the methodology.” The defect and requirement
systematization is unique (their detailed descriptions are
not provided in the reviewed sources). It is especially worth
noting the differentiation between critical and noncritical
noncompliance, which is useful for software developers and
users. Documents from the Institute of Data Sciences of the
American College of Radiologists, which describe the clinical
tasks solved using the software and the expected input and
output data, are well known on a global scale.?

Another important advantage of the methodology is the
mandatory software calibration using local data (calibration
testing stage) and subsequent validation using real-world
data (periodic monitoring stage). According to a foreign
systematic review [22], only 6% of Al-based software passed

[TJ 02. Gross noncompliance of the service operation

A comment 3

[J 03. Wrong diagnosis of the service operation

[ 04. Wrong localization within the target organ service operation

A

New comment [J 06. Other

Fig.11. A feedback window in the user interface.

[J 05. Wrong classification of the finding operation

| Clear

7sielect7 allﬁ

2 Order No. 134 of the Moscow City Health Department dated February 16, 2023 on approval of the procedure and conditions for conducting an experi-
ment on the use of innovative technologies in computer vision for analyzing medical images and further use in the Moscow healthcare system. Link:
https://mosmed.ai/documents/227/order_DZM__134_d_16.02.2023.pdf.

% Decree No. 1543-PP of the Moscow Government dated November 21, 2019 Link: https://docs.cntd.ru/document/563879961; Order No. 134 of the
Moscow Department of Health dated February 16, 2023. Link:https://mosmed.ai/documents/227/order_DZM__134_d_02/16/2023.pdf.

% Basic functional requirements for Al service results Link: https://mosmed.ai/documents/218/Basic_functional_requirements_29.11.2022.pdf; Basic
diagnostic requirements for Al service results Link: https://mosmed.ai/documents/226/Basic_diagnostic_requirements_22_02_2023.pdf.

2 ACR Data Science Institute Releases Landmark Artificial Intelligence Use Cases. 2018. Link: https://www.acr.org/Media-Center/ACR-News-Releas-
es/2018/ACR-Data-Science-Institute-Releases-Landmark-Artificial-Intelligence-Use-Cases.
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the external validation stages. Validation can be “broad”
and “narrow” [8]. The purpose of “narrow” validation is to
determine the “correctness” of the product, that is, to what
extent the results of its use correspond to the purposes of
its use. This may include clinical validation and usability
assessment. “Broad” validation encompasses “narrow”
validation and is also associated with quality control,
which ensures that software was developed following best
practices and methods. This includes algorithm analysis,
software testing, and documentation research. In this case,
the internal structure of the software is assessed, and it is
designated as a “white box” [8].

Moreover, it is important to mention the stage of
software finalization after identifying critical inconsistencies.
Software finalization provides a gradual decrease in
the number of technological defects and an increase in
software diagnostic accuracy. Therefore, the methodology
will enable developers of Al-based software for medical
diagnostics to achieve excellent results in various areas.
Users will be able to make an informed and confident
choice among software products that have passed an
independent quality check, leading to the implementation
of software in clinical practice, reducing the workload of
radiologists, and increasing the efficiency of diagnostic
examination interpretation. As a result, the initial goal of
Al-based process automation will be achieved.

This methodology does not replace established medical
device registration procedures. Moreover, the entire method
or its stages and approaches may be used by regulatory
authorities to assess the safety and effectiveness of Al-
based software, and it may also be part of a manufacturer’s
quality management system. The methodology can be used
by software developers to prepare a post-registration clinical
monitoring plan (which must be submitted as part of a set
of documents when registering medical devices) and by
healthcare organizations to select the most suitable software
for specific conditions and purposes [4]. The methodology is
indefinitely applicable, and it complies with the requirements
of the Eurasian Economic Commission for 3 year and FDA
recommendations for monitoring throughout the entire period
of product operation.

Having MA for Al-based software does not eliminate the
need to perform all stages of testing in accordance with the
presented methodology. Such an approach is justified for at
least two reasons. First, a MA may have been obtained by
testing specific diagnostic equipment, and the results of the
software may change when performed on other equipment.
Second, a MA could be obtained to solve a specific clinical
task; software developers could add functionalities in the
future.

Our paper presented cases from radiologist practice, but
the methodology may be adapted to Al-based software used
in other areas of clinical medicine. In this case, adjusting
certain forms, such as a list of technological defects and a
clinical assessment, will be necessary.
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Limitations of the study

A limitation of the methodology is the separation of a
manufacturer and an assessor. In several methods, software
is developed and assessed by one company (concept-
to-implementation methodology) [16]. In the case of the
presented method, the software is assessed by a third party
closer to implementation. Errors a developer makes early in
development may still be identified, but correcting them may
be more challenging.

The software assesses several examinations at the periodic
monitoring stage (>1,000). Due to limited resources, a small
number of medical experts, and their high workload, it is
impossible to provide quality control for all examinations. Despite
the automated generation of a representative pseudo-random
sample of examinations, systematic sampling errors may cause
errors to be undetected during the periodic monitoring stage.

Research prospects

1. Publication of software evaluation results using the
presented methodology (hypothesis: software evaluation
based on the presented methodology improves diagnostic
accuracy and practical relevance of Al-based software in
medical diagnostics).

2. Comparison of software that received and did not receive
Roszdravnadzor MAs using the presented methodology.

3. Developing a testing stage as part of the methodology to
evaluate software processing results of “unsatisfactory”
examinations (with unsuitable anatomical regions,
modality, artifacts, improper patient positioning,
implants, and other unsuitable medical equipment for
this software).

CONCLUSION

A methodology for testing and monitoring Al-based
software for medical diagnostics has been developed to
improve its quality and implement it in clinical practice. The
method consists of seven stages: self-testing, functional
testing, calibration testing, process monitoring, clinical
monitoring, feedback, and finalization. The methodology is
characterized by the presence of cyclical stages of testing,
monitoring, and software finalization, which results in
continuous improvement in software quality, the availability
of explicit requirements for software results, and the
involvement of HCPs in software evaluation. The methodology
will enable software developers to achieve excellent results
and demonstrate achievements in various areas. Users will
be able to make an informed and confident decision among
software products that have passed an independent and
comprehensive quality check.
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