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TexHonoruyeckue AEd)EKTbI nporpaMMHoOro Updiates
obecneyeHms ¢ UCKYCCTBEHHbIM UHTEJIZIEKTOM

B.B. 3uHuenko, K.M. Ap3amacos, E.WN. KpemHeBa, A.B. Bnagsumupckuia, H0.A. Bacunbes

Hay4Ho-npaKTUYeCKMiA KIMHUYECKUIA LIEHTP AMArHOCTUKM U TeleMeauumHbl, MockBa, Poccuiickas Qepepauus

AHHOTALIMA

06o0cHoBaHuMe. TexHomoruyeckue fedekTbl B paboTe MporpaMMHOro 0becrneyeHmns ¢ UCKYCCTBEHHBIM MHTENIEKTOM SBMSKOTCA
KPUTMYECKU BaXKHBIMU MPU MPUHATUM PELLEHUS O NMPAKTUYECKON MPUMEHUMOCTU U KIIMHUYECKOW LLeHHOCTU NPOrpaMMHOr0
0becneyeHus ¢ UCKYCCTBEHHBIM UHTENTIEKTOM.

Lenb — aHanu3 1 cucteMatmsaums TEXHONMOMMYECKUX LedeKToB, BO3HMKAOLWMX npu paboTe nporpaMMHoOro obecneyeHus
C UCKYCCTBEHHBIM WHTENJIEKTOM A/ aHanu3a MeULMHCKUX U306paeHuid.

Matepuanbl n Metoapl. B pamkax akcnepumeHTa no MCMosib30BaHWI0 MHHOBALMOHHBIX TEXHONOMMIA B 0611aCTW KOMMbOTEp-
HOro 3peHus AN1A aHau3a MeULMHCKUX M300paeHui U JanbHERLWero NPUMEHEHNS B CUCTEME 3[paBOOXPaHEHUs ropoaa
MocKBbI NPOBOAUTCA MOHUTOPUHI TEXHOIOTMYECKUX NapaMeTPOB A8 BCEX Y4aCTBYIOLLMX PELLEHWI KaK Ha 3Tane anpobauum,
TaK W Ha 3Tane onbITHOM 3KCnyaTaumu. B cTaTbe npeacTaBneHa rpaduyeckas MHGopMaLMs 0 CpeSHEM YKCIe TEXHONOTUYe-
ckux fedekToB An1s npodmnakTUYecKoro HanpaeneHus, MoganbHocTb «Mammorpadusy, 3a 2021 rog. 31oT nepuop BbibpaH
Kak Haubonee noKasaTesNbHbli, XapaKTePU3YIOLLMIACA aKTUBHBIM Pa3BUTUEM MPOrpamMMHOro 0becneyeHns C UCKYCCTBEHHBIM
WHTENNEKTOM C MO3WULMM YBENMYEHWUS TEXHUYECKOW CTabunbHOCTU Mx paboTbl. C Lenbio OLEHKM NPUMEHMMOCTW NMOAX0AA
M0 BbISBMEHMIO TEXHONOMMYECKUX Ae(eKTOB aHaNorMyYHbIN aHanu3 NpoBOAUICA ANS HanpaB/ieHUs 0OHapYKeHUs BHYTpUYe-
PenHbIX KPOBOU3NMAHUI Ha KOMMbIOTEPHBLIX TOMOrPaMMax rosioBHoro mMo3ra 3a 2022-2023 roggl.

Pesynbtathl. B xone uccnenoBaHus Obio NpoaHanM3vpoBaHo NporpaMMHOe 0DecneyeHne € UCKYCCTBEHHBIM UHTENNEKTOM
no MofanbHocTaM «Mammorpadms» (2 anroputMa) u «KoMnbtoTepHas ToMorpadms ronosHoro Mo3rax» (1). Beero ans Mogans-
HocTM «MaMMorpadus» cobpaHo 14 Beibopok no 20 uccnepoBaHuin; ana MoganbHocT «KoMnbloTepHas ToMorpadms» —
12 Bbibopok no 80 nccnepoBanuid. [ng kaxporo Tuna gedexra 6biv NocTpoeHbI rpaduky, a A8 KaXaoM U3 MofanbHOCTEN
Bbinm nocTpoeHbl MHUKM TpeHaa. KoadduumeHTbl ypaBHEHUI NIMHUA TPEHAOB YKa3blBalOT HA TEHAEHLMIO K CHUMEHMIO YMCNa
TEXHOJIOTMYECKUX AeEKTOB.

3aksnitoyeHue. MpoBefEHHbIM aHanKU3 NO3BOMISET NPOCNEAUTb TEHAEHLMIO K CHUMEHMIO YMCA TEXHOMOMMYECKUX LedEKTOB,
YTO MOXKET CBMAETENbCTBOBATH 0 ,opaboTKe NPOrpaMMHOro 0becrneyeHns ¢ UCKYCCTBEHHBIM MHTEIEKTOM W MOBBILLIEHWM ero
KauecTBa bnarogaps nepuoauyeckoMy MoHUTOpUHTY. KpoMe Toro, Takoii pesynbTaT NMoKasbiBaeT YHUBEPCANbHOCTb UCMOJIb-
30BaHWA KaK Ans NpoduUnaKTMYecKux MeToA0B, TaK U [1S IKCTPEHHbIX.

KnioueBble cnoBa: VICKYCCTBEHHbIVI WHTEeNNIEKT;, nporpaMMHoe obecneyeHne ¢ UCKYCCTBEHHBIM  UHTEJIIEKTOM;
TEXHONOMNYECKMH MOHUTOPWHT; TEXHOJ10rM4yecKune ,U,eCIJeKTbI; MocKoBCKuiA JKCNEePUMEHT.
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Technological defects in software based
on artificial intelligence

Viktoria V. Zinchenko, Kirill M. Arzamasov, Elena |. Kremneva, Anton V. Vladzymyrskyy,
Yuriy A. Vasilev

Scientific and Practical Clinical Center for Diagnostics and Telemedicine Technologies, Moscow, Russian Federation

ABSTRACT

BACKGROUND: Technological defects in the use of artificial intelligence software are critical when deciding on the practical
applicability and clinical value of artificial intelligence software.

AIM: To conduct an analysis and systematization of technological defects occurring when artificial intelligence software
analyzes medical images.

MATERIALS AND METHODS: As part of the experiment on the use of innovative computer vision technologies for the analysis of
medical images and further application in the Moscow healthcare system, technological parameters of all artificial intelligence
software are monitored at the testing and operation stages of the trial. This article presents graphical information on the
average number of technological defects in mass mammography screening in 2021. This period was chosen as the most
indicative and characterized by the active development of artificial intelligence software and increased technical stability of
its performance. To assess the applicability of the analysis for technological defects, a similar analysis was conducted for the
direction of detection of intracranial hemorrhage on computed tomography scans of the brain for 2022-2023.

RESULTS: During the study, artificial intelligence software used for mammography (two algorithms) and brain computed
tomography (one algorithm) were analyzed. Fourteen mammography samples were collected for technological monitoring
during the identified period, each from 20 studies, and 12 brain computed tomography samples were obtained, each from
80 studies. Graphs were constructed for each type of defect, and trend lines were plotted for each modality. The coefficients of
the trend line equations indicate a downward tendency in the number of technological defects.

CONCLUSION: This analysis allows tracing a downward trend in the number of technological defects, which may indicate a
refinement of artificial intelligence software and an increase in its quality because of periodic monitoring. It also shows the
versatility of use for both preventive and emergency methods.

Keywords: artificial intelligence; artificial intelligence software; technological monitoring; technological defects; Moscow
experiment.
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BACKGROUND MATERIALS AND METHODS
Artificial intelligence (Al)-based software can assist Conditions of the study

healthcare professionals (HCPs) with routine and complex
tasks and improve the quality, accessibility, and speed of
patient care [1-3]. This was largely possible because of
the continuity of foreign and domestic experience with Al in
healthcare [4—7] and the experiment on the use of innovative
computer vision technologies for analysis of medical images
and further application in the Moscow healthcare system
(hereinafter referred to as “the Experiment”). The Experiment
aimed to conduct a scientific study of the possibility of
using medical decision support methods in the Moscow
healthcare system based on data analysis using advanced
innovative technologies. Requirements were developed for
Al-based software results in 21 areas of diagnostic radiology.
Currently, results obtained using >50 Al-based solutions are
available for HCPs. More than 10 million studies have been
processed at the end of September 2023.

The use of new technologies in healthcare requires
mandatory compliance with safety regulations. Therefore,
the development, deployment, and use of Al-based software
should be monitored [8]. Furthermore, Al-based software
requires special control during operation because it can
produce biased results when used on a population other than
the one used to train it [9,10].

Some tests are used as part of the Experiment to control
the quality of processing Al-based software research. Self-
testing is the first step, which is designed to understand the
technological Al compatibility of the software and research
(input) data submitted for processing. The next step is
functional testing. It determines the presence of the declared
Al-based software functions, including its performance.
The Al-based software is evaluated from both technical
and clinical perspectives by technical and medical experts.
Calibration testing is the step of determining the performance
metrics of Al-based software with the area under the ROC
curve as the main indicator.

If all tests are successfully passed, the software is
allowed to work with Al, and based on the work results,
the technological and clinical monitoring of algorithms
is performed. According to international studies, the
technological tests (monitoring of technological parameters)
are an integral part of product tests and are performed as part
of comprehensive tests for the possible use in real clinical
practice [11]. Therefore, this study focused on monitoring
technological defects.

STUDY AIMS

This study aimed to evaluate the technological defects of
Al-based software based on the results of the Experiment,
analyze and statistically process them, and assess the impact
on the safety and quality of Al-based software in clinical
practice.

DAl https://doiorg/1017816/DD501759

For all studies analyzed by the Al-based software during
the reporting period for the “mammography” modality in 2021,
monitoring was performed in accordance with the categories
of errors shown in Table 1 (left column, according to order
no. 51 of the Moscow Healthcare Department; January 26,
2021) 12]:

+ Group A: The time to analyze a study exceeds 6.5
min. The time limit was derived as the average
time required to describe an Al-based software
study to obtain results suitable for use by a
radiologist.

« Group B: No results from the evaluated studies.

« Group C: The images included in the Al-based
software results do not match those of the native
(source) study (they are damaged). In rare cases,
changing the metadata can change the settings when
viewing studies, making it more difficult to visualize
the original image.

+ Group D: Incorrect operation of the declared Al-based
software functions that complicates the HCP's work or
makes it impossible to perform with adequate quality,
including cropping of images, changes in brightness/
contrast, missing description of results, and missing
markers of abnormalities.

« Group E: Other violations of the integrity and content
of the study file, limiting its diagnostic interpretation,
including off-target markings and Al-based software
analysis based on incorrect anatomy.

+ Group F: A modification of the original series of
studies. In 2022, the errors were restructured. This
was considered when processing the monitoring data
for the CT modality (Table 1, right column).

Study Duration

Monitoring was performed monthly until the end of the
use of the Al-based software in the Experiment. The reporting
monitoring period is one calendar month. Based on the data
from days 10 and 20 of each month, an interim report for
monitoring of Group A and B errors was prepared and sent
to the Al-based software manufacturer.

For samples of mammograms and brain CTs, the article
provides information on defects from March to December
2021 and from May 2022 to May 2023, respectively. For
different Al-based software, the frequency of monitoring
is different owing to variations in the time of entry into
the Experiment and time of improvement after receiving
feedback.

Technological monitoring was performed by a group of
experts, including technical specialists and radiologists, who
received additional training in monitoring and instruction in
working with specific Al-based software. Moreover, to report
the performed monitoring, a unified internal reporting form
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Table 1. Criteria correlation for technological defects in orders from the Moscow Department of Health

Technological defects according to order no. 51 of the Moscow

Department of Health dated January 26, 2021
(for mammography data presented in the article)

Group A: study analysis time >6.5 min
Group B: missing results of the studies evaluated

D2: no additional series

D3: no DICOM SR

D4: presence of two or more DICOM SRs

D5: no name for Al-based software

Dé: missing information about the Al-based software version

C1: images are cropped
C2: brightness/contrast changed

C3: not all necessary images were evaluated

D1: complete absence of Al-based software results

D7: no warning label “For research/scientific use only”

D8: missing markings of abnormalities

E1: inconsistent DICOM SR information and additional series
F: change to the original study series

E2: off-target markings
E3: incorrect anatomy, projection, or series were analyzed

Technological defects according to Order No. 160 of the
Moscow Department of Health dated November 3, 2022
(restructured) (for the brain CT data presented in the article)

Group A: analysis time of one study >6.5 min
Group B: missing results of the studies evaluated

Group C: incorrect operation of the declared functions of Al-based
software, which complicates the work of radiologist or makes it
impossible to perform it with proper quality

C1: no additional series

C2: no DICOM SR

C3: presence of two or more DICOM SRs

C4: no name for Al-based software

C5: missing information about the Al-based software version
Group D: defects related to the display of the image area

D1: images of additional series are cropped

D2: brightness/contrast of the additional series does not match
the original image

D3: not all necessary images were evaluated

Excluded

Dé4: no warning label “For research/scientific use only”
F: defects related to clinical work

Excluded

D5: change to the original study series

Group E: other violations of the integrity and content of the study
file that limit its diagnostic interpretation, including

E1: off-target markings
E2: incorrect anatomy, projection, or series were analyzed

SR: structure report

and technological monitoring instructions were developed
and used.

Statistical analysis

A pseudorandomly selected dataset (study sample)
was used for testing during technology monitoring, with
the following proportions considered: 25% of studies with
no abnormalities detected by the Al-based software (no-
abnormality group) and 75% of studies with abnormalities
detected (abnormality group). Selected studies with Al-based
software results were assessed for technological errors. The
study was assigned to the abnormality group if it exceeded
the optimal threshold set during testing; otherwise, it was
classified as a no-abnormality study [13,14].

In 2021, the pseudorandom sample size of the Experiment
was 20 studies per month. This was still the pilot phase of
the project. The nomogram power level was 42.5%, with a
statistical significance level of 0.05. The standard difference
between the sample elements was 0.79 [15]. In a full-scale
project after 2021, with the use of risk analysis, the sample

DAl https://doiorg/1017816/DD501759

size was 80 studies (see the justification in the article by
Chetverikov et al. [13]). These 80 exams formed the monthly
sample for brain CT scans.

RESULTS

In total, 14 samples from 20 studies were used in
technology monitoring for the mammography modality. From
March to December 2021, the generated pseudorandom
samples were sent monthly for testing to all working (not
under development) Al-based software.

To evaluate the applicability of the method for identifying
technological defects, a similar analysis of generated
pseudorandom samples was performed for the brain CT
modality for the detection of intracranial hemorrhage. From
May 2022 to May 2023, 80 studies per month were submitted
to test the Al-based software (12 samples of 80 studies in
total).

To represent changes in technological defects over time,
general statistics were used for all technological monitoring
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results of the Al-based software from March to December
2021 (for the mammography modality) or from May 2022 to
May 2023 (for the CT modality). The number of technological
defects was calculated as a percentage of the total number
of studies in the dataset.

Figure 1 shows the changes in the average number of
technological defects for the mammography modality from
March 2021 to December 2021. The y-axis represents the
presence of defects (expressed as a percentage of the total
number of studies in the sample), and the x-axis represents the
reporting period in months. Figure 2 provides similar information
for the brain CT modality (from May 2022 to May 2023).

The left column of Table 1 shows the defects of the
mammography modality. As shown in Figure 1, at the beginning

35
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Presence of defects, %
o

Vol. 4 (4) 2023

Digital Diagnostics

of the study period, most errors belonged to groups C, D, and
B. At the end of the study period, only Group C errors remained,
although their percentage decreased significantly.

Moreover, the right column of Table 1 presents the errors
of the CT modality. As shown in Figure 2, the percentage of
errors in relation to the sample was lower for all the errors,
except for Group B, for the brain CT modality for the detection
of intracranial hemorrhage than for the other modalities
analyzed. The percentage of Group D and E errors decreased,
whereas Group B errors showed a wide range every month.

To quantify this trend, the corresponding trend lines
were added. These were linear functions k x x + b, where k
indicates the slope of the approximation curve, i.e., it indicates
a tendency to increase or decrease the number of defects,

Reporting period, month

5 =
0
0 2
-5
—s— Group A —— Group B Group C
defect defect defect

Group D —e— Group E
defect defect

—o— y=-0,6127x +7,1455

Fig. 1. Changes in detection of the average number of each technological defect for software based on artificial intelligence for
mammography. Defects are divided into groups in accordance with order no. 51 of the Moscow Department of Health dated January 26,

2021.
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Reporting period, month
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Fig. 2. Changes in the detection of the average number of each technological defect for software based on artificial intelligence for the
brain computed tomography modality (presence or absence of intracranial hemorrhage). Defects are divided into groups in accordance
with order no. 160 of the Moscow Department of Health dated November 3, 2022.
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and b corresponds to the number of defects at the beginning
of the monitoring. The approximation was performed for all
Al-based software for individual modalities, and the entire
data set was approximated at once (Figures 1 and 2). It is
possible to predict changes in technological defect removal
for each Al-based software product separately or for the
entire range if k is known.

Figures 3, 4, 5, and 6 show examples of technological
errors in Al-based software.

DISCUSSION

According to the results obtained and evaluated, the
mammography modality shows an excellent trend in reducing

FOR RESEARCH USE ONLY

2403 2\721

Fig. 3. Defect: not all necessary images have been evaluated.
Modality: mammography.

Fig. 5. Defect: an incorrect series was evaluated (contrast-
enhanced computed tomography instead of native on). Modality:
computed tomography.

Vol. 4 (4) 2023
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the number of technological defects (Figure 1, trend line). The
Al-based software with the brain CT modality has a more
uniform trend of decreasing the number of technological
defects (Figure 2, trend line), despite the values of Group B
defects. The reason for this is that the fluctuation of some
technological defects is related to the automatic detection,
fast feedback, and prompt improvement of the Al-based
software by the manufacturer (version change or bug fix).
The Al-based software versions for the mammography
modality were changed in September—October 2021, and
the average number of Group B and D defects decreased
(Figure 1). This may indicate the successful maintenance of
Al-based software, which in turn may indicate the effective
use of the presented methodology for monitoring technology.

FOR RESEARCH USE ONLY

1.MM

DLecc)

FOR RESEARCH USE ONLY

W:256/L:128 SI

Fig. 6. Defect: off-target markings, contrast-enhanced computed
tomography instead of native computed tomography. Modality:
computed tomography.

7816/00501759
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Note that identifying technological defects within
technological monitoring may be crucial in comprehensive
testing aimed at safer, higher quality, and more efficient
software operation using Al not only in diagnostic radiology
but also in general healthcare. The analysis showed that
the quality of Al-based software increases as the number
of defects decreases. Therefore, Al-based software gains
more trust from users, minimizes defects, and helps HCPs
[16,17].

Restructuring technological defects

In 2022, the groups of technological defects were
restructured based on the results of the monitoring of
technological defects and their analysis presented in this
article. According to the updated group classification
(Table 1, right column), Al-based software defects for
the brain CT modality were monitored for the presence
or absence of intracranial hemorrhage. Group A and B
defects were reviewed automatically, whereas Group
C, D, and E defects required manual review by experts.
The updated list of technological defects is presented
in order no. 160 of the Moscow Healthcare Department
dated November 3, 2022, which is still valid [18]. The
reasons for increasing the number of studies in the
sample have been discussed by Chetverikov et al. [13].
Such restructuring of technological defects optimized
the work of experts analyzing the Al-based software
monitoring results.

In addition, based on the results of technological
monitoring of Al-based software under experimental
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conditions, technological defects in accordance with the
order dated 2021 for the mammography modality can be
divided into three groups regarding the safety of Al-based
software as a medical product:

« Defects that affect the safety of patients and work
of HCPs: failure to implement functions declared
by the manufacturer; comments that influence a
radiologist or complicate their work; and irreversible
damage to original research data. This group includes,
for example, Group D (D2, D3, D4) and F defects.
Separately, a D7 defect (absence of a warning
label “For research/scientific use only”) should be
considered. This defect can only occur in the research
setting and can never occur when using Al-based
software as a medical device.

+ Defects that do not affect the safety of patients
but affect the work of HCPs: functional defects that
do not conform to generally accepted standards for
the presentation of research interpretation results.
This group includes Group E and C (C1, C2, C3)
defects.

» Defects that do not affect the safety of patients
or the work of HCPs: minor defects that need to be
removed to make the work of HCPs more convenient,
intuitive, and efficient. This group includes D5, Dé, and
D8 defects.

For the CT modality, because of the restructuring of the
defects (Table 1), three safety subgroups were presented
from November 2023 until present, according to the 2021
order:

I A1

T
March April May June July

T T T
August ~ September October November December

W Affects both the work of HCPs and the safety of patients
O Affects the work of HCPs and does not affect the safety of patients
@ Does not affect the work of HCPs and does not affect the safety of patients

Fig. 7. Number of defects in each group over time; modality: mammography.

DAl https://doiorg/1017816/DD501759
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0,5 1 H
[]v[] - T T T
May June July

T T T T T T T T
August September October November December January February — March

April

W Affects both the work of HCPs and the safety of patients
O Affects the work of HCPs and does not affect the safety of patients
@ Does not affect the work of HCPs and does not affect the safety of patients

Fig. 8. Number of defects in each group over time; modality: computed tomography.

» Defects that affect the safety of patients and work
of HCPs: Group C defects (C1, C2, C3) and D4 and D5
defects.

« Defects that do not affect the safety of patients but
affect the work of HCPs: Group E and D defects (D1,
D2, D3).

+ Defects that do not affect the safety of patients and
work of HCPs: C4 and C5 defects.

Figures 7 and 8 show graphical information on the
changes in the number of errors by group and month for
both modalities.

For the mammography modality (Figure 7), defects
that affect patient safety and HCP work were no longer
detected after June because of the Al-based software
update. Furthermore, defects that affect HCP work but do
not affect patient safety tend to decrease by the end of the
study period.

For the brain CT modality, the most common defects
(those that affect the HCP work but do not affect the patient
safety) do not show a clear downward trend.

The methodology presented in the present study allows
the monitoring of the technical stability of algorithms.
This is of great practical importance when evaluating Al-
based software and ensuring its safety. The methodology
used to monitor the operation of Al-based software on
the stream allowed identifying technological defects and
improving solutions, which ultimately led to increasing
the technological stability of Al-based software, as shown
in the example of brain CT analysis data. Therefore, the

DAl https://doiorg/1017816/DD501759

developed methodology proved to be an effective and
universal tool for increasing the technical stability of Al-
based software.

CONCLUSION

This study presents a list of the main technological
defects that occur when implementing Al-based software, as
well as a methodology for monitoring technological defects
based on regular random control testing, which increases
the technical stability of Al-based software. The developed
Al-based software testing methodology for identifying
technological defects is presented as part of monitoring the
safety, quality, and efficiency of Al-based software testing in
real world clinical practice.
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