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АННОТАЦИЯ
Обоснование. Технологические дефекты в работе программного обеспечения с искусственным интеллектом являются 
критически важными при принятии решения о практической применимости и клинической ценности программного 
обеспечения с искусственным интеллектом. 
Цель — анализ и систематизация технологических дефектов, возникающих при работе программного обеспечения 
с искусственным интеллектом для анализа медицинских изображений. 
Материалы и методы. В рамках эксперимента по использованию инновационных технологий в области компьютер-
ного зрения для анализа медицинских изображений и дальнейшего применения в системе здравоохранения города 
Москвы проводится мониторинг технологических параметров для всех участвующих решений как на этапе апробации, 
так и на этапе опытной эксплуатации. В статье представлена графическая информация о среднем числе технологиче-
ских дефектов для профилактического направления, модальность «Маммография», за 2021 год. Этот период выбран 
как наиболее показательный, характеризующийся активным развитием программного обеспечения с искусственным 
интеллектом с позиции увеличения технической стабильности их работы. С целью оценки применимости подхода 
по выявлению технологических дефектов аналогичный анализ проводился для направления обнаружения внутриче-
репных кровоизлияний на компьютерных томограммах головного мозга за 2022–2023 годы. 
Результаты. В ходе исследования было проанализировано программное обеспечение с искусственным интеллектом  
по модальностям «Маммография» (2 алгоритма) и «Компьютерная томография головного мозга» (1). Всего для модаль-
ности «Маммография» собрано 14 выборок по 20 исследований; для модальности «Компьютерная томография» — 
12 выборок по 80 исследований. Для каждого типа дефекта были построены графики, а для каждой из модальностей 
были построены линии тренда. Коэффициенты уравнений линий трендов указывают на тенденцию к снижению числа 
технологических дефектов.
Заключение. Проведённый анализ позволяет проследить тенденцию к снижению числа технологических дефектов, 
что может свидетельствовать о доработке программного обеспечения с искусственным интеллектом и повышении его 
качества благодаря периодическому мониторингу. Кроме того, такой результат показывает универсальность исполь-
зования как для профилактических методов, так и для экстренных.

Ключевые слова: искусственный интеллект; программное обеспечение с искусственным интеллектом; 
технологический мониторинг; технологические дефекты; Московский эксперимент.
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ABSTRACT
BACKGROUND: Technological defects in the use of artificial intelligence software are critical when deciding on the practical 
applicability and clinical value of artificial intelligence software.
AIM: To conduct an analysis and systematization of technological defects occurring when artificial intelligence software 
analyzes medical images.
MATERIALS AND METHODS: As part of the experiment on the use of innovative computer vision technologies for the analysis of 
medical images and further application in the Moscow healthcare system, technological parameters of all artificial intelligence  
software are monitored at the testing and operation stages of the trial. This article presents graphical information on the 
average number of technological defects in mass mammography screening in 2021. This period was chosen as the most 
indicative and characterized by the active development of artificial intelligence software and increased technical stability of 
its performance. To assess the applicability of the analysis for technological defects, a similar analysis was conducted for the 
direction of detection of intracranial hemorrhage on computed tomography scans of the brain for 2022–2023.
RESULTS: During the study, artificial intelligence software used for mammography (two algorithms) and brain computed 
tomography (one algorithm) were analyzed. Fourteen mammography samples were collected for technological monitoring 
during the identified period, each from 20 studies, and 12 brain computed tomography samples were obtained, each from 
80 studies. Graphs were constructed for each type of defect, and trend lines were plotted for each modality. The coefficients of 
the trend line equations indicate a downward tendency in the number of technological defects.
CONCLUSION: This analysis allows tracing a downward trend in the number of technological defects, which may indicate a 
refinement of artificial intelligence software and an increase in its quality because of periodic monitoring. It also shows the 
versatility of use for both preventive and emergency methods.

Keywords: artificial intelligence; artificial intelligence software; technological monitoring; technological defects; Moscow 
experiment.
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人工智能软件的技术缺陷
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Yuriy A. Vasilev
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简评

论证。人工智能软件性能方面的技术缺陷是确定人工智能软件实用性和临床价值的关键。

该研究的目的是对医学影像分析人工智能软件运行中的技术缺陷进行分析并使之系统化。 

材料和方法。在莫斯科市进行了一项《使用创新计算机视觉技术进行医学图像分析并进一步

应用于莫斯科市医疗系统的实验》。在实验框架内，对所有参与解决方案的技术参数进行监

测。监测是在批准阶段和试运行阶段进行的。本文以图表形式介绍2021年“乳房摄影术”预

防方向的平均技术缺陷数量。这一时期被选为最有意义的时期。这一时期的特点是从提高操

作技术稳定性的角度出发，积极开发人工智能软件。为了评估该方法在发现技术缺陷方面的

适用性，我们对2022-2023年脑部CT扫描颅内出血的检测方向进行了类似的分析。 

结果。本研究分析了“乳房摄影术”（2种算法）和“脑计算机断层扫描”（1种）模

式的人工智能软件。在“乳房X射线照相术”模式中，共收集了14个样本，共有20项研 

究。在“脑计算机断层扫描”模式中，共收集了12个样本，共有80项研究。我们对每种缺陷

类型都绘制了图表，对每种模式绘制了趋势线。趋势线公式的系数表明了，技术缺陷的数量

呈下降趋势。

结论。通过分析，我们发现了减少技术缺陷数量的趋势。这可能表明人工智能软件的完善，

以及通过定期监测，软件质量的提升。此外，这一结果还显示使用预防和应急方法的通用

性。

关键词：人工智能；人工智能软件；技术监测；技术缺陷；莫斯科实验。
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BACKGROUND
Artificial intelligence (AI)-based software can assist 

healthcare professionals (HCPs) with routine and complex 
tasks and improve the quality, accessibility, and speed of 
patient care [1–3]. This was largely possible because of 
the continuity of foreign and domestic experience with AI in 
healthcare [4–7] and the experiment on the use of innovative 
computer vision technologies for analysis of medical images 
and further application in the Moscow healthcare system 
(hereinafter referred to as “the Experiment”). The Experiment 
aimed to conduct a scientific study of the possibility of 
using medical decision support methods in the Moscow 
healthcare system based on data analysis using advanced 
innovative technologies. Requirements were developed for 
AI-based software results in 21 areas of diagnostic radiology. 
Currently, results obtained using >50 AI-based solutions are 
available for HCPs. More than 10 million studies have been 
processed at the end of September 2023.

The use of new technologies in healthcare requires 
mandatory compliance with safety regulations. Therefore, 
the development, deployment, and use of AI-based software 
should be monitored [8]. Furthermore, AI-based software 
requires special control during operation because it can 
produce biased results when used on a population other than 
the one used to train it [9,10].

Some tests are used as part of the Experiment to control 
the quality of processing AI-based software research. Self-
testing is the first step, which is designed to understand the 
technological AI compatibility of the software and research 
(input) data submitted for processing. The next step is 
functional testing. It determines the presence of the declared 
AI-based software functions, including its performance. 
The AI-based software is evaluated from both technical 
and clinical perspectives by technical and medical experts. 
Calibration testing is the step of determining the performance 
metrics of AI-based software with the area under the ROC 
curve as the main indicator.

If all tests are successfully passed, the software is 
allowed to work with AI, and based on the work results, 
the technological and clinical monitoring of algorithms 
is performed. According to international studies, the 
technological tests (monitoring of technological parameters) 
are an integral part of product tests and are performed as part 
of comprehensive tests for the possible use in real clinical 
practice [11]. Therefore, this study focused on monitoring 
technological defects.

STUDY AIMS
This study aimed to evaluate the technological defects of 

AI-based software based on the results of the Experiment, 
analyze and statistically process them, and assess the impact 
on the safety and quality of AI-based software in clinical 
practice.

MATERIALS AND METHODS
Conditions of the study

For all studies analyzed by the AI-based software during 
the reporting period for the “mammography” modality in 2021, 
monitoring was performed in accordance with the categories 
of errors shown in Table 1 (left column, according to order 
no. 51 of the Moscow Healthcare Department; January 26, 
2021) [12]:

 • Group A: The time to analyze a study exceeds 6.5 
min. The time limit was derived as the average 
time required to describe an AI-based software 
study to obtain results suitable for use by a 
radiologist.

 • Group B: No results from the evaluated studies.
 • Group C: The images included in the AI-based 

software results do not match those of the native 
(source) study (they are damaged). In rare cases, 
changing the metadata can change the settings when 
viewing studies, making it more difficult to visualize 
the original image.

 • Group D: Incorrect operation of the declared AI-based 
software functions that complicates the HCP’s work or 
makes it impossible to perform with adequate quality, 
including cropping of images, changes in brightness/
contrast, missing description of results, and missing 
markers of abnormalities.

 • Group E: Other violations of the integrity and content 
of the study file, limiting its diagnostic interpretation, 
including off-target markings and AI-based software 
analysis based on incorrect anatomy.

 • Group F: A modification of the original series of 
studies. In 2022, the errors were restructured. This 
was considered when processing the monitoring data 
for the CT modality (Table 1, right column).

Study Duration
Monitoring was performed monthly until the end of the 

use of the AI-based software in the Experiment. The reporting 
monitoring period is one calendar month. Based on the data 
from days 10 and 20 of each month, an interim report for 
monitoring of Group A and B errors was prepared and sent 
to the AI-based software manufacturer.

For samples of mammograms and brain CTs, the article 
provides information on defects from March to December 
2021 and from May 2022 to May 2023, respectively. For 
different AI-based software, the frequency of monitoring 
is different owing to variations in the time of entry into 
the Experiment and time of improvement after receiving 
feedback.

Technological monitoring was performed by a group of 
experts, including technical specialists and radiologists, who 
received additional training in monitoring and instruction in 
working with specific AI-based software. Moreover, to report 
the performed monitoring, a unified internal reporting form 
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and technological monitoring instructions were developed 
and used.

Statistical analysis
A pseudorandomly selected dataset (study sample) 

was used for testing during technology monitoring, with 
the following proportions considered: 25% of studies with 
no abnormalities detected by the AI-based software (no-
abnormality group) and 75% of studies with abnormalities 
detected (abnormality group). Selected studies with AI-based 
software results were assessed for technological errors. The 
study was assigned to the abnormality group if it exceeded 
the optimal threshold set during testing; otherwise, it was 
classified as a no-abnormality study [13,14].

In 2021, the pseudorandom sample size of the Experiment 
was 20 studies per month. This was still the pilot phase of 
the project. The nomogram power level was 42.5%, with a 
statistical significance level of 0.05. The standard difference 
between the sample elements was 0.79 [15]. In a full-scale 
project after 2021, with the use of risk analysis, the sample 

size was 80 studies (see the justification in the article by 
Chetverikov et al. [13]). These 80 exams formed the monthly 
sample for brain CT scans.

RESULTS
In total, 14 samples from 20 studies were used in 

technology monitoring for the mammography modality. From 
March to December 2021, the generated pseudorandom 
samples were sent monthly for testing to all working (not 
under development) AI-based software.

To evaluate the applicability of the method for identifying 
technological defects, a similar analysis of generated 
pseudorandom samples was performed for the brain CT 
modality for the detection of intracranial hemorrhage. From 
May 2022 to May 2023, 80 studies per month were submitted 
to test the AI-based software (12 samples of 80 studies in 
total).

To represent changes in technological defects over time, 
general statistics were used for all technological monitoring 

TECHNICAL REPORTS

Table 1. Criteria correlation for technological defects in orders from the Moscow Department of Health

Technological defects according to order no. 51 of the Moscow 
Department of Health dated January 26, 2021 

(for mammography data presented in the article)

Technological defects according to Order No. 160 of the 
Moscow Department of Health dated November 3, 2022 

(restructured) (for the brain CT data presented in the article)

Group A: study analysis time >6.5 min Group A: analysis time of one study >6.5 min

Group B: missing results of the studies evaluated Group B: missing results of the studies evaluated

–
Group C: incorrect operation of the declared functions of AI-based 
software, which complicates the work of radiologist or makes it 
impossible to perform it with proper quality

D2: no additional series C1: no additional series

D3: no DICOM SR C2: no DICOM SR

D4: presence of two or more DICOM SRs C3: presence of two or more DICOM SRs

D5: no name for AI-based software C4: no name for AI-based software

D6: missing information about the AI-based software version C5: missing information about the AI-based software version

– Group D: defects related to the display of the image area

C1: images are cropped D1: images of additional series are cropped

C2: brightness/contrast changed D2: brightness/contrast of the additional series does not match 
the original image

C3: not all necessary images were evaluated D3: not all necessary images were evaluated

D1: complete absence of AI-based software results Excluded

D7: no warning label “For research/scientific use only” D4: no warning label “For research/scientific use only”

D8: missing markings of abnormalities F: defects related to clinical work

E1: inconsistent DICOM SR information and additional series Excluded

F: change to the original study series D5: change to the original study series

– Group E: other violations of the integrity and content of the study 
file that limit its diagnostic interpretation, including

E2: off-target markings E1: off-target markings

E3: incorrect anatomy, projection, or series were analyzed E2: incorrect anatomy, projection, or series were analyzed

SR: structure report
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results of the AI-based software from March to December 
2021 (for the mammography modality) or from May 2022 to 
May 2023 (for the CT modality). The number of technological 
defects was calculated as a percentage of the total number 
of studies in the dataset.

Figure 1 shows the changes in the average number of 
technological defects for the mammography modality from 
March 2021 to December 2021. The y-axis represents the 
presence of defects (expressed as a percentage of the total 
number of studies in the sample), and the x-axis represents the 
reporting period in months. Figure 2 provides similar information 
for the brain CT modality (from May 2022 to May 2023).

The left column of Table 1 shows the defects of the 
mammography modality. As shown in Figure 1, at the beginning 

of the study period, most errors belonged to groups C, D, and 
B. At the end of the study period, only Group C errors remained, 
although their percentage decreased significantly.

Moreover, the right column of Table 1 presents the errors 
of the CT modality. As shown in Figure 2, the percentage of 
errors in relation to the sample was lower for all the errors, 
except for Group B, for the brain CT modality for the detection 
of intracranial hemorrhage than for the other modalities 
analyzed. The percentage of Group D and E errors decreased, 
whereas Group B errors showed a wide range every month.

To quantify this trend, the corresponding trend lines 
were added. These were linear functions k × x + b, where k 
indicates the slope of the approximation curve, i.e., it indicates 
a tendency to increase or decrease the number of defects, 

Fig. 1. Changes in detection of the average number of each technological defect for software based on artificial intelligence for 
mammography. Defects are divided into groups in accordance with order no. 51 of the Moscow Department of Health dated January 26, 
2021.
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Fig. 2. Changes in the detection of the average number of each technological defect for software based on artificial intelligence for the 
brain computed tomography modality (presence or absence of intracranial hemorrhage). Defects are divided into groups in accordance 
with order no. 160 of the Moscow Department of Health dated November 3, 2022. 
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and b corresponds to the number of defects at the beginning 
of the monitoring. The approximation was performed for all 
AI-based software for individual modalities, and the entire 
data set was approximated at once (Figures 1 and 2). It is 
possible to predict changes in technological defect removal 
for each AI-based software product separately or for the 
entire range if k is known.

Figures 3, 4, 5, and 6 show examples of technological 
errors in AI-based software.

DISCUSSION
According to the results obtained and evaluated, the 

mammography modality shows an excellent trend in reducing 

the number of technological defects (Figure 1, trend line). The 
AI-based software with the brain CT modality has a more 
uniform trend of decreasing the number of technological 
defects (Figure 2, trend line), despite the values of Group B 
defects. The reason for this is that the fluctuation of some 
technological defects is related to the automatic detection, 
fast feedback, and prompt improvement of the AI-based 
software by the manufacturer (version change or bug fix).

The AI-based software versions for the mammography 
modality were changed in September–October 2021, and 
the average number of Group B and D defects decreased 
(Figure 1). This may indicate the successful maintenance of 
AI-based software, which in turn may indicate the effective 
use of the presented methodology for monitoring technology.

TECHNICAL REPORTS

Fig. 3. Defect: not all necessary images have been evaluated. 
Modality: mammography.

Fig. 5. Defect: an incorrect series was evaluated (contrast-
enhanced computed tomography instead of native on). Modality: 
computed tomography.

Fig. 4. Defect: off-target markings; Modality: mammography.

Fig. 6. Defect: off-target markings, contrast-enhanced computed 
tomography instead of native computed tomography. Modality: 
computed tomography.
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Note that identifying technological defects within 
technological monitoring may be crucial in comprehensive 
testing aimed at safer, higher quality, and more efficient 
software operation using AI not only in diagnostic radiology 
but also in general healthcare. The analysis showed that 
the quality of AI-based software increases as the number 
of defects decreases. Therefore, AI-based software gains 
more trust from users, minimizes defects, and helps HCPs 
[16,17].

Restructuring technological defects
In 2022, the groups of technological defects were 

restructured based on the results of the monitoring of 
technological defects and their analysis presented in this 
article. According to the updated group classification 
(Table 1, right column), AI-based software defects for 
the brain CT modality were monitored for the presence 
or absence of intracranial hemorrhage. Group A and B 
defects were reviewed automatically, whereas Group 
C, D, and E defects required manual review by experts. 
The updated list of technological defects is presented 
in order no. 160 of the Moscow Healthcare Department 
dated November 3, 2022, which is still valid [18]. The 
reasons for increasing the number of studies in the 
sample have been discussed by Chetverikov et al. [13]. 
Such restructuring of technological defects optimized 
the work of experts analyzing the AI-based software 
monitoring results.

In addition, based on the results of technological 
monitoring of AI-based software under experimental 

conditions, technological defects in accordance with the 
order dated 2021 for the mammography modality can be 
divided into three groups regarding the safety of AI-based 
software as a medical product:

 • Defects that affect the safety of patients and work 
of HCPs: failure to implement functions declared 
by the manufacturer; comments that influence a 
radiologist or complicate their work; and irreversible 
damage to original research data. This group includes, 
for example, Group D (D2, D3, D4) and F defects. 
Separately, a D7 defect (absence of a warning 
label “For research/scientific use only”) should be 
considered. This defect can only occur in the research 
setting and can never occur when using AI-based 
software as a medical device.

 • Defects that do not affect the safety of patients 
but affect the work of HCPs: functional defects that 
do not conform to generally accepted standards for 
the presentation of research interpretation results. 
This group includes Group E and C (C1, C2, C3) 
defects.

 • Defects that do not affect the safety of patients 
or the work of HCPs: minor defects that need to be 
removed to make the work of HCPs more convenient, 
intuitive, and efficient. This group includes D5, D6, and 
D8 defects.

For the CT modality, because of the restructuring of the 
defects (Table 1), three safety subgroups were presented 
from November 2023 until present, according to the 2021 
order:
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Fig. 7. Number of defects in each group over time; modality: mammography.
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 • Defects that affect the safety of patients and work 
of HCPs: Group C defects (C1, C2, C3) and D4 and D5 
defects.

 • Defects that do not affect the safety of patients but 
affect the work of HCPs: Group E and D defects (D1, 
D2, D3).

 • Defects that do not affect the safety of patients and 
work of HCPs: C4 and C5 defects.

Figures 7 and 8 show graphical information on the 
changes in the number of errors by group and month for 
both modalities.

For the mammography modality (Figure 7), defects 
that affect patient safety and HCP work were no longer 
detected after June because of the AI-based software 
update. Furthermore, defects that affect HCP work but do 
not affect patient safety tend to decrease by the end of the 
study period.

For the brain CT modality, the most common defects 
(those that affect the HCP work but do not affect the patient 
safety) do not show a clear downward trend.

The methodology presented in the present study allows 
the monitoring of the technical stability of algorithms. 
This is of great practical importance when evaluating AI-
based software and ensuring its safety. The methodology 
used to monitor the operation of AI-based software on 
the stream allowed identifying technological defects and 
improving solutions, which ultimately led to increasing 
the technological stability of AI-based software, as shown 
in the example of brain CT analysis data. Therefore, the 

developed methodology proved to be an effective and 
universal tool for increasing the technical stability of AI-
based software.

CONCLUSION
This study presents a list of the main technological 

defects that occur when implementing AI-based software, as 
well as a methodology for monitoring technological defects 
based on regular random control testing, which increases 
the technical stability of AI-based software. The developed 
AI-based software testing methodology for identifying 
technological defects is presented as part of monitoring the 
safety, quality, and efficiency of AI-based software testing in 
real world clinical practice.
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