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CucteMa MeHe)KMEHTa Ka4ecTBa: iy
WHCTPYMEHT Pa3BUTUA OpraHM3aLum
WNU AONOJIHUTEIbHAA HarpysKa?

C.10. 3atoHukoBckun, C.A. KoHosanos, B.B. 3unyenko, [.E. LLaposa,
E.C. Axmap, A.B. BnagsuMupckun

Hay4Ho-npaKTUYeCcKMiA KIMHUYECKMIA LIEHTP AMArHOCTUKM U TeNleMeAULMHCKUX TexHonoruii, MockBa, Poccuiickas Qepepauus

AHHOTALMA

CucTeMa MeHe[XKMeHTa KayecTBa NpefiCcTaBisieT COb0i 0CHOBHYIO CUCTEMY YNIpaBieHNs OpraHu3aumeit, KoTopasi HanpasJieHa
Ha obecreyeHue rnaBHOro CBOICTBA BbIMYCKaeMoi NpoAyKLUMM — KayecTsa. OCHOBY MoAAEpIKKM KayecTBa Ha NpoM3BOACTBE
BbINOJHAET CUCTEMA MeHe[XXMeHTa KauyecTBa C NaBHOM Liefblo — BbiTb FOTOBBIMM K YA0BETBOPEHUIO MEHSIOLLENCS MOo-
TpebUTeNbCKOI LIEHHOCTH, a TaKKe BCErfa yuuTbiBaTb Y/AOBNETBOPEHHOCTb CaMUX NoTpebuteneil. [oBops o Mpou3BoAcTBe
MELMULIMHCKUX U3LENNA, CUCTEMY MEHEe[XXMEHTa KayecTBa B AaHHOM OTPAc/M MOXHO OMpeAeNuTb KaK OpraHU3aLMOHHYi0
CTPYKTYpY, e€ (yHKLMKM, NpoLeaypbl, NPOLECChl U Pecypcbl, He0OX0AMMbIe [/ PYKOBOACTBA W YNpPaBEHUSI OTHOCUTESbHO
KauecTBa MeAULMHCKOMN NPOAYKLMM.

B cTaTbe oTpaxkeHbl MPUHLMMbI CUCTEMBI MEHEAXKMEHTA KayecTBa W npouecchl yrpaenexns. OCHOBHOE BHUMaHWe YAEeNeHo
0C0BEHHOCTAM CUCTEMbI MEHEPKMEHTA KauecTBa MeaULMHCKUX U3JIeNUi, B TOM YUCTIE 0COBEHHOCTAM CUCTEMbI MEHEIKMEH-
Ta KayecTBa NPorpaMMHOro obecrneyeHus, ABNSAIOLIET0 MeAULMHCKUM n3aenmeM. OTMeuyeHbl YCIoBUSA, NpU KOTOPbIX cUCTe-
Ma MeHe[)KMEeHTa KauyecTBa CTAHOBUTCA MHCTPYMEHTOM [1sl 06ecreyeHns yYCTOMYMBOrO pasBUTUA OpraHM3aumu U He npea-
CTaBAETCS LOMOSHUTENbHOM Harpy3Koid, He UMeloLLel HeobxoauMocTu. MpeAcTaBreHbl pe3ynbTaTbl 0Npoca OpraHuU3aLmii,
BbIMYCKAMLLMX MeAULMHCKUE NPOTpaMMHbIE W3NS, CBA3aHHbIE C OMbITOM BHELPEHUS CUCTEMbl MEHeXKMEHTa KauecTsa,
a TaK)Ke rOTOBHOCTU K M3MEHEHWUSIM B OpraHu3aLuu.

KnioueBble cyioBa: ccTEMa MeHeKMeHTa KaueCTBa; MeAULIMHCKOE U3AENNE; nporpaMMmHoe obecneyeHue; MCKYCCTBEHHbIVI
MHTEJITEKT.
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Quality management system:
A tool for the development of the organization
or an additional burden?

Sergey Yu. Zayunchkovsky, Sergey A. Konovalov, Viktoria V. Zinchenko,
Daria E. Sharova, Ekaterina S. Akhmad, Anton V. Vladzymyrskyy

Moscow Center for Diagnostics and Telemedicine, Moscow, Russian Federation

ABSTRACT

A quality management system constitutes one of the organization’s management systems that provides for the selection of a
set of processes in the organization’s activities designed to ensure the stable quality of products and services provided.

The growth of global industrial production has underscored the need for the creation of such production and management
systems. These systems are designed to ensure that enterprises remains prepared to meet the constantly changing consumer
value of manufactured products inaccordance with consumer requirements, as well as the satisfaction of consumers themselves.
As aresult, attention began to focus on the production processes implemented within the organization when creating products.
Regarding the production of medical devices, a quality management system can be defined as an organizational structure
encompassing its functions, procedures, processes, and resources necessary for the coordinated direction and management
of a manufacturing organization with respect to the quality of medical products.

The article reflects the principles of the quality management system and management processes. Noteworthy emphasis is
placed on the features of quality management systems for medical devices, including the features of the quality management
system for software that is a medical device. Furthermore, the conditions under which the quality management system
becomes a tool for ensuring the sustainable development of the organization are noted.

Keywords: quality management system; medical device; software; artificial intelligence.
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INTRODUCTION

General applicability of quality management
system principles

A quality management system (QMS) is one of the
organization’s management systems. A QMS identifies
organizations’ processes to ensure the consistent quality of
products and services. A QMS is designed to improve these
processes as a set of interrelated and interacting activities and
develop a management style for an organization that involves
managers, engineers, and technical as well as support personnel
in improving product quality. Following the implementation of a
QMS changes aimed to provide technological transparency of all
types of activities. Such standards enable tracking of a product’s
whole life cycle in which the organization is involved, from the
decision to develop a product to its final stage of disposal. Such
an approach helps systematize an organization’s activities,
create conditions for the self-fulfillment of process participants,
improve product quality, and become more competitive.

According to IS0 9001," the scheme of QMS development
is universal for any organization; hence, it is important to
highlight special aspects of its activities and properly divide
them into key processes.

Basic processes of a Russian organization

For a long time, corporate management in Russia was
exclusively “functional.” Such an approach was quite viable. It
was mainly limited to delegating responsibility for individual
functions in specific activity areas (design, production, supply,
sales, business and infrastructure maintenance, and after-sales
service) to the corresponding functions as well as their managers
and employees. Simultaneously, the aim of such functional
management (heads of services, departments, and higher-level
units) was to ensure compliance of specific (highly specialized)
functional activities with internal quality criteria, which were
established by corporate standards [1]. However, the functional
management approach failed as global industrial production
developed. This required the development of production and
management systems capable of ensuring both customer
satisfaction through providing the highest consumer values and
the organization’s capacity to be prepared for constantly changing
consumer value of their products in compliance with consumer
requirements. Processes related to product development and
manufacturing received special attention.

remains valid. Link: https://www.iso.org/standard/62085.html.
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A QMS in the manufacturing of medical devices is defined
as the organizational structure, functions, procedures,
processes, and resources required for coordinated activities
to manage the quality of healthcare products manufactured
by an organization. A medical device QMS should ensure
compliance of released medical devices with relevant general
safety and effectiveness criteria, labeling, and technical as
well as operational documentation requirements. The need
to implement and comply with a QMS is not absolute in
healthcare; not everyone must implement and maintain a QMS
for healthcare products, but everyone has the right to do so.

A MEDICAL DEVICE QMS

A new trend is emerging to ensure the quality and safety
of medical devices at all stages of their life cycle. Medical
device regulators are shifting their focus from product design
and development to the whole life cycle of a medical device,
including steps from production to decommissioning. This
approach is reflected in IS0 13485.?

Effective medical device life cycle management is crucial
for ensuring end-user safety [2]. Therefore, in accordance
with Regulation (EU) 2017/745 of the European Parliament
and of the Council on Medical Devices [3], CE certification of
medical devices is based on an assessment of procedures
regulating product development and manufacturing. At one
stage of medical device CE certification, the QMS should be
confirmed to conform with 1SO 13485.

Manufacturers of medical devices (except for Class 1
medical devices and nonsterile Class 2a medical devices
due to potential harm to users) must implement a QMS
depending on medical device class® * before submitting
approval documents as part of medical device regulation
in the Eurasian Economic Union. Figure 1 demonstrates
a scheme of requirements for medical device QMS
implementation based on potential harm to users. Suppose
a manufacturer of medical devices has implemented a QMS
in accordance with standards equivalent to ISO 13485. In
that case, the QMS’s compliance with such standards should
be confirmed (certificate of compliance and audit report)
to ensure compliance with Decision No. 106 of the Council
of the Eurasian Economic Commission dated November
10, 2017, regarding processes and procedures for using a
medical device QMS .5

ISO 9001:2015 Quality management systems — —Requirements. This standard was last reviewed and confirmed in 2021. Therefore, this version

ISO 13485:2016 Medical devices. Quality management systems. Requirements for regulatory purposes. This standard was last reviewed and con-

firmed in 2020. Therefore this version remains current. Link: https://www.iso.org/standard/59752.html.

Decree N 136 of the Government of the Russian Federation dated February 9, 2022 on approval of requirements for the implementation, maintenance

and evaluation of the medical device quality management system depending on potential risk of their use. Link: https://base.garant.ru/403517950/.
* Decision No. 106 of the Council of the Eurasian Economic Commission dated November 10, 2017 on approval of requirements for implementation,

maintenance and evaluation of a medical device quality management system depending on potential harm to users. Link: https://pharmvestnik.ru/

documents/reshenie-soveta-evrazijskoj-ekonomicheskoj-komissii-ot-10-11-2017-g-106.html.

5 Ibid.
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Manufacturers
of Class 3 MD

Have the right to implement

aMs

Must implement

aMs

Must implement

aMs

Excluding design
and development processes

Changing a GD by notification
procedure

Including design
and development processes

Fig. 1. Requirements for implementing a medical device quality management system depend on the potential risk of their use. GD,
governing document; MD, medical devices; QMS, quality management system.

Special aspects of a medical device QMS

Special aspects of a medical device QMS are related
to some requirements for products (medical devices) and
their properties associated with such requirements. These
properties should be distinct or require special attention
compared with other types of industrial products. They
are included in basic documents that govern the design,
development, and distribution of medical devices. Medical
device requirements include safety, effectiveness, and
quality. A medical device QMS should ensure compliance
with these requirements. In general, an organization
must meet the following criteria (in accordance with
ISO 13485):

« to identify current risks and risk situations

+ to perform risk monitoring/analysis and explore

parameters regularly

» to provide internal control of an organization’s activities

« to ensure necessary adjustments to be made

+ to improve a medical device QMS, including its

components, and

+ to develop supporting documentation and comply with

other conditions specified in ISO 13485.

A medical device QMS should be designed to encourage
compliance with the key requirement to ensure that the
benefit outweighs possible adverse effects. Medical
devices should be safe. Medical device effectiveness is
another important QMS function. If the effectiveness of
a medical device is not mandatory, there is no point in
developing and manufacturing such a product. Quality
is an umbrella term for a set of such properties and
characteristics of a medical device that affect its ability to
function as intended in accordance with the manufacturer’s
requirements.

Special attention should be given to GMS processes
for evaluating the quality, effectiveness, and safety of
medical devices, primarily performed as part of state

DAl https://doiorg/10.17816/DD514629

registration, a procedure developed to ensure product
market circulation. The deliverable is a marketing
authorization, a document confirming medical device
compliance with established requirements and medical
device approval in Russia. A marketing authorization is
mandatory for medical device circulation on the market.
Therefore, state registration processes should be included
in the overall QMS of an organization manufacturing
medical devices. This is another important aspect of a
Russian organization’s QMS.

To summarize, a medical device QMS is primarily related
to life cycle processes, and medical device circulation is an
integral part of these processes.

Special aspects of medical device software QMS

Regarding medical device software, some additional
aspects of a QMS that are relevant to the manufacturing
process may be highlighted. In contrast to physical products,
software manufacturing does not require assembly and
manufacturing sites. However, manufacturing medical
device software requires strict quality and safety control at
all stages of the product life cycle.

Software, unlike physical products, may be constantly
updated, requiring quality management, including design,
performance, and risk reviews. Otherwise, product failure
may lead to incorrect conclusions, potentially harming
patient health. To prevent such situations, medical device
software should be controlled at the design, development,
risk management, and manufacturing stages. Corrective and
preventive actions should be implemented in accordance
with the QMS.

Moreover, security and privacy risks should be managed
because many software systems rely on communication
technologies and are vulnerable to cyber-attacks that could
lead to failures or leaks of patient information. The Korea
Ministry of Food and Drug Safety has published application

443


https://doi.org/10.17816/DD514629

L4

LETTERS TO THE EDITOR

methods, cybersecurity cases, and cybersecurity risk
management guidelines [4].

A software QMS should include design, development,
testing, verification and validation, documentation, and
personnel training. A QMS should be in place to ensure the
software’s safety, reliability, and performance. To ensure
the safety and performance of their software, healthcare
organizations must adhere to all aspects of their QMS.

Special characteristics of an artificial
intelligence-based medical device software
QMS: National standard

In general, an artificial intelligence (Al}-based medical device
software QMS should adhere to ISO 13485 while considering
special aspects of using Al technologies in healthcare.

Requirements for the development, testing, and operation
of Al-based healthcare technologies should be unified and
standardized by the Artificial Intelligence in Healthcare
subcommittee of the Technical Artificial Intelligence Standards
Committee (PK 01/TK 164). PK 01/TK 164 is based on the
Center for Diagnostics and Telemedicine Technologies of the
Moscow Healthcare Department [5]. As part of the PK 01/
TK 164 activities, a series of national Al Systems in Clinical
Medicine standards was developed.

GOST R 59921.8-2022 is one of these standards.® The
document includes recommendations for interpreting
all sections of GOST ISO 13485-2017, as well as cases,
descriptions, and options that may be used by organizations
in developing and implementing a QMS in compliance with
these standards.

Therefore, when developing and implementing a QMS,
manufacturers of Al technologies should consider the above
aspects. Industry QMS requirements have changed from 1SO
9001 to GOST R 59921.8; some requirements about special
aspects of medical devices have been added or clarified, and
guidelines for applying ISO 13485 to processes of ordering,
supply, development, use, and maintenance of Al systems
have been developed (Figure 2).

An Al-based software QMS and its impact
on the competitiveness and potential
of an organization

A QMS for Al technology directly impacts an
organization's competitiveness and potential. Users will

ISO 9001
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be more confident in a product, promoting an organization
on the market if tasks are performed correctly, the safety
and effectiveness of Al technologies are provided, and their
risks are managed.

For this paper, a brief survey of Al technology
manufacturers was conducted. Respondents were asked
to answer questions on implementing a QMS that complied
with ISO 13485. The list of questions is presented in Table 1.
The survey included 10 Al technology manufacturers.
The number of employees in the organizations surveyed
ranged from 10 to 600 people. When asked about the QMS
implementation, 60% of respondents answered positively.
Of the remaining 40% of companies, 75% planned to develop
and implement a QMS. Changes in business processes after
QMS implementation were rated 3 to 9 points on a 10-point
scale. It should be noted that the QMS implementation may
encounter resistance from the part of the team; therefore, at
the stage of QMS implementation, it is necessary to ensure
that each team member understands the significance of this
process. The level of team resistance to QMS implementation
was 40%. All surveyed organizations with certified ISO 13485
QMS compliance used the services of a consulting company
for QMS development as well as implementation and
appointed a person responsible for QMS. When developing
and implementing a QMS, 33% of surveyed companies used
the national standard GOST R 59921.8-2022.

CONCLUSION

The main objective of a medical device QMS is to
provide benefits without creating additional burdens on the
organization during the life cycle. However, it is challenging
to integrate a medical device QMS into the ongoing activities
of an organization, especially if a medical device QMS is not
mandatory. In this case, stimulating factors for ISO 13485
certification may include an organization’s higher status
as a tender participant, wider opportunities for supplying
products outside of the Russian Federation, increased trust
of end users, and improved internal business processes.
A decision to integrate a medical device QMS should not
be formal to simply obtain a certificate of compliance
but instead, be driven by an organization's conscious
internal requirements to use a medical device QMS as a
sustainability tool.

FOCT P 59921.8

Fig. 2. Development of industry requirements for an Al-based medical device quality management system.

¢ TOCT P 59921.8-2022. Artificial Intelligence Systems in Clinical Medicine: national standard of the Russian Federation. Part 8. Guidelines for the
application of GOST IS0 13485-2017 Link: https://docs.cntd.ru/document/1200193729.
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Table 1. Survey of Al technology manufacturers on the availability, use, and implementation of a quality management system

No.

Question

Number of employees

If not, do you plan to develop and implement a QMS?

O 0O N o OB N -

Do you have a person responsible for QMS?

—_
o

Has your organization implemented a quality management system (QMS)?

Do you have a certificate of QMS compliance with IS0 13485:2016 or GOST IS0 13485-2017?

Which certification system was used to obtain a certificate?

How much have your business processes changed after the QMS implementation? Rate on a scale of 0 to 10.
Rate your team's resistance to the QMS implementation on a scale of 0 to 10.

Did you use the services of a consulting company when developing and implementing a QMS?

Did you use national standard GOST R 59921.8-2022 Artificial Intelligence Systems in Clinical Medicine? Part 8. Guidelines for
application of GOST ISO 13485-2017 when developing and implementing a QMS?

Does your QMS comply with Decree No. 136 of the Government of the Russian Federation, dated February 9, 2022, on
11 approval of requirements for implementing, maintaining, and evaluating the medical device QMS, depending on the potential

risk of their use?

Does your QMS comply with Decision No. 106 of the Council of the Eurasian Economic Commission dated November 10, 2017,
12 on approval of requirements for implementation, maintenance, and evaluation of a medical device quality management system

depending on potential harm to users?
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