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ABSTRACT

Global political and socioeconomic changes have caused a huge strain on the healthcare system. To transition into a new
level of medical care, modern technological solutions are needed. Accelerated development of innovations in medicine and
the formation of a personalized approach will improve the quality and accessibility of medical services. One of the directions
of healthcare development is the use of digital technologies and remote monitoring in assessing the health indicators of
citizens. Currently, the federal project of remote monitoring of patients with arterial hypertension, named, “Personal Medical
Assistants,” is being implemented in the Russian Federation. Similar to any new technology, remote monitoring has advantages
and disadvantages. In this article, a strategic analysis (SWOT-analysis) was performed, considering medical, economic, social,
and political aspects that may affect the results of the federal project. For effective implementation of remote monitoring
technology in clinical practice, the strengths and weaknesses in the healthcare system and the state as a whole must be
emphasized. SWOT-analysis can be used in formulating strategies for the widespread use of new digital technologies in clinical
practice.
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AHHOTALIMA

B cBs31 ¢ rnobanbHbIMK NOAMTUHECKUMU U COLMANBHO-3KOHOMUYECKUMU U3MEHEHWAMI CUCTEMA 3 PaBOOXPAHEHUS UCTIbIThI-
BaeT OTPOMHYH Harpysky. [lepexof, Ha HOBbI YPOBEHb OKAa3aHUA MeLULMHCKON NoMoLLy TpebyeT BHePEHUS COBPEMEHHBIX
TEXHONIOrMYECKUX PeLLIEHUi. YCKOpeHHOe pasBUTUE MHHOBALMIA B MeauLMHE U GOPMUPOBaHUE NEPCOHANM3MPOBAHHOMO MOJ-
X0/a MO3BOJIUT NMOBLICUTb KAYeCTBO U JOCTYMHOCTb MEAMULMHCKUX YCAYT.

OAHMM K3 HanpaBNeHWN pasBUTUSA 3[PaBOOXPaHEHUA ABNSAETCS UCMONb30BaHUe LMGPOBLIX TEXHONOTUI U MPUMEHEHWE AMC-
TaHLMOHHOTO MOHWTOPMPOBAHUS AfA OLEHKM MOKa3aTeniel 3[40poBbs rpaxaaH. B HacToswee Bpems Ha Tepputopum Poc-
cuiickor Pepepaunn peanusyetca QepepanbHblil NPOEKT AMCTAHLMOHHOTO HabmoAeHUs 33 MauMeHTaMW C apTepualbHoM
runepteHameit «[lepcoHanbHble MeaMUMHCKUE NOMOLLHMKKM». KaK 1 niobas HoBas TeXHONOrusA, AUCTAHLMOHHOE MOHUTOPH-
pOBaHWe MMEET CBOW NPeUMYLLIECTBa M HepfocTaTku. B maHHol cTatbe npoBeféH cTpatermyeckuit aHanms (SWOT-aHanus),
a TaKkXKe pacCMOTPeHbI MeAULMHCKWE, IKOHOMUYECKME, COLMANbHBIE U MOSIMTUYECKME acMeKTbI, KOTOPbIE MOTYT OKa3aTb BJIU-
SIHWE KOHeYHbIN pesynbrat defepanbHoro npoekTa. [Insa addeKTMBHOro BHeAPEeHNUS B NPaKTUKY TEXHOMOMMM AUCTaHLMOHHOIO
MOHMTOPUPOBaHUA TpebyeTcs aKLeHTyauus CUbHBIX M npopaboTka cnabbix CTOPOH KaK B CUCTEMe 3ApaBOOXpaHEHUs, TaK
1 B rocynapctee B LenoM. [poeaéHHbIn SWOT-aHanms MoxeT ObiTb MCMNO/b30BaH 1A NOCTPOEHUA AarlbHeliLei cTpaTernm
LUMPOKOr0 UCMOJIb30BaHMSA B KIMHUYECKOW NPAKTUKe HOBbIX LIMPPOBbLIX TEXHONOMUIA.

KnioueBble cnoBa: SWOT-aHanus; guctaHUuoHHoe MOHUTOPUPOBAHUE; apTepualnbHoe AaBJiEHNE; q)e,u,epaﬂbele MPOEKThbl;
nepCcoHasibHble MeAULUMHCKME NOMOLLHNKKY; 30paBO0XPaHeHKe.
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INTRODUCTION

Healthcare systems are currently under great strain
due to sociodemographic (e.g., decreasing working-age
population, population aging, and increasing population with
chronic noncommunicable disease risk factors) and economic
(e.g., economic volatility and understaffing of healthcare
facilities) factors [1-4].

Scientific and technological advancements in medicine
and healthcare systems allows finding solutions to some
existing problems. Digital transformation in healthcare
requires innovative approaches for providing medical care
[5]. Remote monitoring based on automatic reporting of the
patient's health status is a key technology for personalized
medicine [6]. The wide clinical use of innovative remote
monitoring technologies is crucial in healthcare as it can
determine the risk factors of chronic noncommunicable
diseases [7-11].

Strengths, weaknesses, opportunities, and threats (SWOT)
analysis is a universal tool for strategic analysis. It is applied
in all sectors of the economy (commercial, nonprofit, and
governmental organizations) to assess brands, products, and
projects. A benefit of SWOT analysis is the ability to examine
external and internal factors, determine the relationship
between strengths and weaknesses, and evaluate external
threats and opportunities [12].

Hypertension is a common health condition and
significant modifiable cardiovascular risk factor [4].
According to research, in Russia, the prevalence of
hypertension is constantly high, reaching 40%-45%. The
current population aging in Russia can further increase the
number of hypertension patients [3]. Epidemiological studies
of hypertension performed in Russia between 2010 and
2020 revealed several unresolved challenges in providing
medical care, including unwillingness of patients to take
medicines, failure to reach the target blood pressure (BP) on
antihypertensive therapy, and low motivation and BP control
in rural areas [2].

Successful BP control is an effective preventive strategy in
cardiovascular diseases'. A meta-analysis of 61 randomized
clinical studies showed that a decrease in BP even by
2 mmHg resulted in a decreased mortality due to stroke
and coronary heart disease; moreover, effective and timely
hypertension therapy could be life-saving for approximately
30% of patients [13].

Suboptimal BP control by patients is a global concern
[14]. In most countries, poor compliance and irregular or
nonexistent physician visits for hypertension management
are believed to be the main reasons for unsatisfactory control
of the disease [15]. Low compliance with antihypertensive
therapy prevents from reaching target BP levels and raises
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hospitalization rate and duration, thus increasing healthcare
system expenses [8].

Currently, Russia is undertaking large-scale initiatives
to implement remote BP monitoring. Therefore, a SWOT
analysis of this strategic task is critical.

S: STRENGTHS

Remote monitoring of patients with cardiovascular
diseases using wearable devices is regarded feasible,
because these devices are efficient, readily available,
small-sized, and user-friendly for prolonged use. Moreover,
they enable remote monitoring of patients in a comfortable
environment (at home) and provide prompt alerts on
events that require emergency care or hospitalization [7].
Some wearable devices do not require hospital visits for
maintenance. Their operation can be controlled remotely,
which is critical for patients living far from large cities with a
well-organized cardiovascular care service, including in rural
areas [9]. Telemedicine solutions provide several benefits,
including easy planning of monitoring and treatment [16] and
easier communication between patients and physicians [17].

Patients who use remote technologies can better observe
and understand the association between their daily behaviors,
such as diet, sleeping habits, and adherence to medication,
and health. Telemedicine technologies allow patients to
monitor and record their health parameters. This raises
awareness and encourages patients to take better care of
their health [18, 19]. Patients benefit from telemedicine
because it allows for long-term monitoring, long-term
disease control by physicians, greater patient health literacy,
and convenient communication without the need for hospital
visits [20, 21].

Furthermore, remote monitoring increases access to
healthcare in remote areas [22]. A healthcare professional
(physician or physician assistant) can assess the patient's
daily activities and behaviors, allowing for timely treatment
plan adjustments [23]. Moreover, a study showed that BP
levels measured at home are closer to actual levels, because
stress caused by hospital visits and the white coat effect are
avoided [24].

Healthcare facilities using remote technologies have
various advantages, such as more patients enrolled in care,
improved satisfaction with treatment, and more capacity in
the facility owing to effective remote consultations. A direct
short-term economic effect remains to be demonstrated;
nevertheless, the long-term cost-effectiveness of these
solutions is clear [19, 24, 25].

Several foreign studies have shown the cost-effectiveness
of telemetric reporting of BP self-monitoring [26—29]. Russian
studies have assessed the potential socioeconomic effect of

! WHO. Global report on hypertension. The race against a silent killer. Geneva, 2013. URL: http://apps.who.int/iris/bitstream/handle/10665/79059/

WHO_DCO_WHD_2013.2_rus.pdf Last accessed: February 13, 2023
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remote technologies in patients with elevated BP. According
to mathematical estimates, in a region with a population
of 1 million, with 30% involved in remote monitoring, over
600 patients could be spared over 5 years, and with 90%
involved in remote monitoring, about 2,000 lives could be
saved [30].

Additionally, economic benefits to patients have been
confirmed. BP self-monitoring is more effective than standard
therapy in both men and women (assuming the effect of
lowered BP was maintained for at least 2 years in men and
5 years in women) [20]. Notably, long-term monitoring was
not associated with reduced quality of life [31]. Furthermore,
other studies demonstrated a varying economic effect of
short-term use of remote technologies; however, this effect
becomes apparent starting from 2 years of use [19, 20].

Thus, the advantages of remote monitoring in patients
with hypertension include the possibility of BP control and
improved access to healthcare in remote areas, providing
long-term economic benefits both for patients and healthcare
facilities.

W: WEAKNESSES

Despite the advantages of remote monitoring, several
weaknesses have been discovered when using digital
technologies for BP monitoring in clinical practice, which
should be considered when upscaling ongoing and future
projects.
Low technology literacy of patients is a limiting factor
for remote monitoring. Many patients are unfamiliar with
new possibilities and hence unable to integrate them in their
everyday life [32]. This is especially true for older patients
and requires training to extend the group of patients who
comprehend and actively use remote monitoring systems
[31].
Personal characteristics and emotional profile of patients
considerably affect the efficacy of implementing innovative
technologies [33]. A study conducted at the University of
Pennsylvania investigated patient interaction phenotypes
with a remote BP monitoring system. Three main patterns of
engagement style were observed:
+ The enthusiast, who tended to submit unprompted
messages with high word counts (10.9%)

+ The student, who inconsistently engaged with the
remote monitoring system (22.6%)

« The minimalist, who engaged only when prompted
(66.5%)

A significant association between the communication
pattern and reaching the target BP was observed only
in the group of patients demonstrating the minimalist
communication style (P < 0.001) [34].

A study conducted in Belgium examined the effect of
anxiety and depression on adherence to remote monitoring
in women with pregnancy-induced hypertension using PHQ-9
and ECR-R questionnaires. The moderate adherence group
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showed significantly higher anxiety and depression levels,
whereas no such association was observed in patients with
good adherence and over-adherence [35].

Many patients are concerned about personal data safety;
hence, some patients refuse to employ biometric data
monitoring devices. Some of these patients, who finally
consent to use monitoring devices, show high anxiety and
depression levels [36].

According to some studies, the absence of interpersonal
interaction could hinder the widespread use of remote
monitoring [37]. A previous study found that patients valued
such communication components as the ability to visit a
hospital, meet a physician personally, and ask questions [38].
Moreover, the patient’s passive role in remote monitoring is
a risk factor, as evidenced by the absence of adequate and
timely responses from physicians to suboptimal BP control
[391.

The duration of remote monitoring has a significant effect
on compliance. Short-term programs showed good adherence
to monitoring in approximately 80% of 1,662 patients; 87% of
patients found this monitoring option useful and convenient
[40]. In long-term follow-up, the number of active patients
decreased: an observational clinical trial using the Hello
Heart software found that nearly half of patients ceased
keeping the electronic diary between 3 months and 1 year
[41]. Russian studies revealed similar tendencies: manual
reporting of measurements is associated with low adherence
to remote monitoring [42, 43]. More than 50% of patients in
these studies discontinued monitoring, with most of these
cases observed during the first 1.5-3 months of monitoring.

Research showed that patients require extensive
support from healthcare professionals to use telemedicine
technologies independently and regularly [16]. Moreover,
some patients struggle to understand and follow the rules of
remote monitoring [44] and resort to self-medication, which
poses significant health risks [24].

In addition to the patient-related limitations of remote
monitoring, weaknesses associated with the processes and
staff management in healthcare systems were noted.

Russian studies revealed that outpatient physicians are
hesitant about the widespread use of remote monitoring
because of a lack of practical experience. For example,
Kalinina et al. conducted a survey of 93 physicians from
6 outpatient clinics in Bryansk [45]. The survey found that
respondents struggled the most with questions on the
organizational structure of remote monitoring. More than
34.4% of physicians were unable to convey their opinions on
the feasibility of establishing a separate system for follow-up
remote monitoring, despite this topic being widely discussed
presently. Thus, practitioners today cannot comprehend
the functions of such an organizational structure. Further,
the survey highlighted the ideas of physicians on potential
barriers to the implementation of remote monitoring in
follow-up care. The majority of respondents (80.6%) indicated
insufficient time for monitoring as a barrier; economic
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reasons (cost of equipment) were mentioned by 44.1%,
technical issues by 45.2%, and challenges in patient training
and uncertain reliability of data collection and reporting tools
by 39.8%.

Additionally, several foreign countries have observed low
digital literacy and reluctance among healthcare professionals.
Shaw et al. highlighted the factors reducing technology
acceptance by nurses, including additional workload, the
need for integration into existing work processes, additional
contacts with patients, and understaffing [25]. Moreover,
physicians expect the use of telemedicine to increase the
workload in the long term [19, 24, 46]. Practitioners are
concerned that the cost of remote monitoring will exceed
the insurance amount [46], leveling off the economic benefit
[21]. Moreover, implementing this technology may make the
professional roles in healthcare less clear [18].

In addition to staff-related limitations, economic factors
significantly impede future development of information
technology in follow-up care.

For example, when incorporating remote technologies
into clinical practice, the high cost of devices and the need
to train healthcare professionals in their use may become a
barrier. Furthermore, the limitations of regulatory documents
and the lack of general guidelines for the use of remote
monitoring should be considered [10]. Another weakness
is low engagement of insurance companies in the field of
telemedicine for BP monitoring [39].

The development of remote monitoring technology
demands attention to another poorly addressed issue, namely,
the time and effort required for the physician to regularly
assess the measurements obtained by patients at home and
provide remote consultations during monitoring. Moreover,
physician labor costs increase, because patients need to
be trained on how to use applications. This issue requires
adjustments in working time management and modifications
in the compulsory/voluntary healthcare insurance system or
the introduction of new sources of funding by a healthcare
facility [22].

The third group of weaknesses of remote monitoring in
hypertension includes methodology-related issues. The most
significant unresolved difficulty is the diagnosis of white
coat and masked hypertension based on office or home BP
measurement. The PAMELA study found similar BP levels
when measured at home and during ambulatory blood
pressure monitoring [47]. Another study found variations
in the diagnosis of white coat hypertension based on home
BP measurement and ambulatory monitoring in 13% of
participants [48]. Regarding masked hypertension, only 57%
and 45% of patients with hypertension confirmed by elevated
systolic and diastolic BP, respectively, had similar BP levels
during home monitoring. However, the systolic and diastolic
BP levels varied in 23% and 30% of patients, respectively
[49]. Therefore, home BP monitoring confirms the diagnosis
in the case of elevated office BP, whereas ambulatory
monitoring is most effective in the diagnosis of masked or
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white coat hypertension [49]. The disparity in findings does
not imply that one method is inferior to the other. Despite
appearing similar, the methods address different aspects of
the BP profile [50, 51]. According to Barochiner et al., the
diagnosis of masked hypertension based on home monitoring
can be rarely established owing to low reproducibility of
office measurements (Cohen’s kappa coefficient k = 0.19;
95% confidence interval: 0.0002, 0.38; P = 0.02) [52].

Currently, no clear guidelines for addressing variations
between office and home BP measurements have been
established; thus, overtreatment and undertreatment
are possible. This is not a limitation of telemedicine, but
rather a methodological feature of hypertension detection.
Home BP monitoring and reporting should be standardized
to prevent bias in the assessment of findings and data
misrepresentation [53].

When making therapeutic decisions, reliability of home
BP measurements is critical. Technical errors or blood
pressure monitor malfunction may result in inaccurate BP
measurements. Hence, BP monitors should be validated
and tested for accuracy. Furthermore, the data should be
compared to measurements taken by a qualified healthcare
professional. In addition to the technical serviceability of the
BP monitor, a properly sized cuff is required. According to
NHANES, 51% of adults in the USA, including 65% of patients
aged 18-34 years and 84% of patients with obesity, required
large or very large cuffs [54-56].

Thus, remote monitoring technology for hypertension
is not free of weaknesses. Low digital literacy, distrust of
innovative technologies, and the desire to maintain current
patient—physician interaction style hinder the widespread
use of this technique. Moreover, healthcare professionals
show a certain degree of reluctance: a potential increase
in time and labor input due to additional work results in a
hesitation over the widespread use of remote monitoring.
The methodological and technical challenges of remote
monitoring in patients with hypertension result in a less than
enthusiastic attitude toward this technology in the medical
community.

0: OPPORTUNITIES

Despite its weaknesses, remote BP monitoring in
patients with cardiovascular diseases has shown favorable
outcomes, including a significant reduction in hospitalization
rate and duration, a decrease in mortality, and improved BP
control compared to standard therapy and follow-up. In the
TEN-HMS study (UK, Germany, and the Netherlands), the
1-year mortality in the control, remote monitoring, and
structured telephone support groups was 45%, 29%, and
27%, respectively [10]. A meta-analysis of 46 randomized
clinical studies assessed the efficacy of remote BP monitoring
compared to standard hypertension management. Remote
monitoring was associated with a decrease in office systolic
and diastolic BP by 3.99 mmHg (P < 0.001) [11]. The Home BP
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study (UK) demonstrated improved systolic BP control when
using a remote monitoring system. The mean difference in
systolic BP was 3.4 mmHg (95% confidence interval: 6.1, 0.8;
P < 0.05) [57].

Bubnova et al. conducted a study in 342 hypertension
patients and found that remote monitoring provided
significant benefits regarding the number of emergency calls,
hospitalization rate, and time on sick leave. After 12 months,
92.2% of patients in the treatment group and 43.3% of
patients in the control group achieved the target BP level [58].

Remote monitoring enables the collection of large amounts
of patient data. Big data and intelligent computer systems
have an increasing effect on conventional approaches in
medicine [59, 60]. Data collection and integration and feedback
to a physician will be automated. Big data collection from
various devices, trend prediction via machine learning, and
long-term analysis of vital and geographical characteristics
will help improve our understanding of cardiovascular disease
development on a population level [61].

Improvements to remote monitoring systems may
make them more adaptive and flexible. For example, if a
patient struggles to follow the remote monitoring protocol,
a behavioral module will activate, adapting to the patient’s
needs to help overcome the challenges. Drug prescription
algorithms can also be automated: large datasets allow for
case-by-case analysis and real-time decision-making [62].

Remote monitoring has been widely used in healthcare
systems of the USA and Europe, confirming its long-term
economic and clinical efficacy. Telemedicine allows for more
effective health management and efficient utilization of
limited medical resources:

+ Less time spent on follow-up visits and selecting

effective antihypertensive therapy

+ Improved BP control in hypertension and the resulting

decrease in complication rates

» Shorter hospital stay for complications of hypertension

+ Implementation of the technology in remote areas and

consistently understaffed healthcare facilities

« Improved availability and quality of medical care for

patients with disabilities [40]

T: THREATS

In the implementation of remote monitoring, several
threats were identified that limit its wide clinical use.

The development of remote monitoring requires
wide implementation of advanced solutions and modern
technologies in healthcare systems. However, the current
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geopolitical environment has its own rules. Previously, most
information technology (IT) products and their components
were imported, which was significantly more convenient
than developing domestic solutions with a long pay-off
period. Thus, Russia became severely disadvantaged by
sanctions due to weak domestic IT infrastructure. Major
western IT companies, such as Microsoft, Oracle, Cisco,
IBM, Adobe, SAP, Intel, and AMDZ, have limited their
activities or stopped operating in Russia. According to
Dmitry Pshichenko, lecturer of the IT Management School
of the Russian Presidential Academy of National Economy
and Public Administration, the main risks are currently
associated with data security and server maintenance,
because the majority of western software is cloud-based,
and purchasing components for maintenance is difficult.
This affects the development of digital technology in
medicine®,

In addition to software issues, the Russian IT industry
faces a shortage of expertise. According to Vice Prime
Minister Dmitry Chernyshenko, the deficit of IT specialists
currently stands at 1 million people®, with projections of 2
million by 2027. This impedes the rapid development of the
IT industry, particularly in healthcare.

Furthermore, economic issues and resource shortages
may cause delays in digitization. According to the HSE
University, the healthcare industry spent 39.5 billion rubles on
the development, distribution, and use of digital technologies
and related products and services in 2019, which accounted
for 1.6% of the total industry gross added value. When
compared to total expenses, the share of expenses for
digitization does not exceed 0.6%-0.7% [63].

In 2021, healthcare digitization expenses accounted for
2.6% of the total economic activity. When considering the
expenses of Russian companies for digitization, the share of
healthcare has increased insignificantly over the last 2 years:
1.6% in 2019 and 2.2% in 2020.

Cybersecurity concerns add to the doubts in the use
of remote monitoring systems. Telemedicine involves the
collection of large amounts of data, which should be stored
in a specific manner to prevent them from being leaked into
open sources. Fraudsters may gain access to patient data
and use it for criminal purposes®.

According to Kaspersky Lab, 54% of healthcare facilities
use outdated software, because of the high cost of updates
and issues with old and new system compatibility. A lack of
updates makes a system more vulnerable to cyberattacks;
attackers can break into the corporate system and use the
databases for their own gain. According to statistics, owing

Gone for good: IT companies that have exited Russia. URL: https://hightech.fm/2022/05/26/it-companies-went-away. Last accessed: March 1, 2023

3 Major risks in IT stem from a shortage of expertise. URL: https://rg.ru/2023/02/17 /vitaiut-v-oblakah.html. Last accessed: March 1, 2023

This year, the number of certified IT companies in Russia has grown sevenfold. URL: https://www.ixbt.com/news/2022/10/24/v-jetom-godu-

akkreditovannyh-itkompanij-v-rossii-stalo-v-sem-raz-bolshe.html. Last accessed: March 1, 2023

The risks, threats, and lack of systemic approach in digitization. URL: https://www.infowatch.ru/resources/blog/tochka-zreniya-kasperskoy/o-

riskakh-ugrozakh-i-otsutstvii-sistemnosti-v-tsifrovizatsii. Last accessed: March 1, 2023
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to increased vulnerability of Russian medical systems,
32%, 32%, and 30% have experienced data leaks, DDoS
attacks, and ransomware attacks, respectively®. A study by
Buldakova et al. identified potential threats to information
security: data leaks can occur at almost any point, from
sensors and cloud-based medical information systems to
healthcare professionals and patients [64]. Furthermore,
the rapid development of mobile technologies and
m-Health has resulted in numerous mobile applications
and ready-made wireless devices. The majority of them
have not been certified [65, 66] and thus cannot be used
as medical devices, because of noncompliance with
cybersecurity rules (such applications are only suitable
for use by patients) [67].

Certain issues with remote monitoring are related
to remote patient identification. Accurate and reliable
identification of the patient being monitored is
challenging. Hence, remote monitoring cannot be used
in expert settings or in problematic situations, and the
patient is solely accountable for the appropriate use of
devices [68].

CONCLUSION

The widespread use of remote monitoring technologies
in Russia requires large-scale threat analysis, which is not
limited to healthcare. In our country, medicine advances at the
same rate as IT. Digitization in medicine cannot be considered
a standalone industry; it is linked to external and internal
factors and political, economic, and social considerations.
Certainly, healthcare-specific aspects (personal data and
patient confidentiality) should be considered. However, the
foundation for the development of IT solutions in Russia is
consistent.
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